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OINPEAEJEHUA

B HacTosimieM JOKyMEHTE WCHOJIB3YIOTCS CIEAYIOIINE TEPMUHBI U UX
ONpEICTICHHUS.

ABTOMAaTH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOSIIAS U3 MEPCOHANA U
KOMITJIEKCA CPEJICTB aBTOMATU3AIMH €r0 JACSITeIbHOCTH, pealn3yromas uHhopma-
[IMOHHYIO TEXHOJIOTHIO BHITIOJIHEHUS YCTAHOBJICHHBIX (DYyHKIIUMA.

AyTeHTH(UKALIMSA OTHPABUTESI JAHHBIX — [TOJTBEPXKJIECHUE TOTO, YTO OT-
MIPABUTEIIb MOJYYEHHBIX TJAHHBIX COOTBETCTBYET 3asiBIICHHOMY.

Be3onacHOCTh MEPCOHAJBHBLIX JAHHBIX — COCTOSHHE 3alllUIIICHHOCTH
MEPCOHATBHBIX  JaHHBIX, XapaKTEPU3yEMOE CIIOCOOHOCTBIO  TOJb30BATENEH,
TEXHUYECKUX  CpPeACTB M  WH(POPMAIMOHHBIX  TEXHOJOTUHA  O0EeCHeuuTh
KOH(UIEHIIUAIBHOCTD, I[EJIOCTHOCTh M JOCTYIHOCTh MEPCOHAIBHBIX JaHHBIX MPHU
X 00paboTKe B MH(OOPMAIIMOHHBIX CHCTEMAaX MEPCOHABHBIX TAHHBIX.

Buomerpuyeckne mnepcoHajbHbIe [JaHHbIe — CBEACHUS, KOTOpHIE
XapaKTepU3yroT (PU3HOJOTHYECKHE OCOOCHHOCTH YEJIOBEKAa U HA OCHOBE KOTOPBIX
MO>XHO YCTAHOBUTH €T0 JUYHOCTbH, BKJIIOYas (ororpaduu, OTIEUATKH TAIBIICB,
o0pa3 ceTyaTKM Tjla3a, OCOOCHHOCTHM CTPOCHMSI Tejla M JAPYTrylo MOJ00HYIO
UH(pOpMaIHIO.

biokupoBaHne mNepCcOHAJIBHBIX JAHHBIX — BPEMEHHOE IMPEKpAIICHUE
00pabOTKM MEPCOHAJIBHBIX JaHHBIX (32 MCKIIOUYCHHEM CJIydaeB, eciii o0paboTka
He0oOXoauMa JIJIsl yTOYHEHUS TIEPCOHATBHBIX JaHHBIX ).

Bupyc (koMnbOTEepHBbIA, MPOrPaAMMHBbIN) — HUCIOJHIEMBbIN IPOTPaMMHBII
KOJI WIM UHTEPIPETUPYEMbI HA0Op MHCTPYKIIMM, 00JIalatoniuii CBOMCTBAMU He-
CaHKLIMOHUPOBAHHOI'O PAacCHpOCTpaHEHHs U camoBocipousBeneHus. Co3laHHbIE
OyOJIMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCETJla COBNAAAIOT C OPUTMHAJIOM, HO CO-
XPaHAIT CHOCOOHOCTh K JalbHEHIIEMY PaclpOCTPAaHEHUIO U CaMOBOCIPOMU3BEIEC-

HHIO.



BpenonocHasi nporpamMmma — nporpaMma, rnpeaHa3HayeHHas Juisi OCyIIeCTB-
JICHUS HECAHKIIMOHUPOBAHHOTO JIOCTYIa W (MJM) BO3JECUCTBUSI HAa MEPCOHAJIbHBIC
JAHHBIE WIX pecypchl MHPOPMAIIMOHHON CUCTEMbI NTEPCOHATBHBIX JaHHBIX.

BcnoMorartesibHble TEXHUYECKHE CPEICTBA U CHCTEMbI — TEXHUYECKUE
CpEJICTBA M CUCTEMBI, HE TIPEIHA3HAYCHHBIE IS Mepeau, oOpadOTKH U XpaHCHHUSI
NEPCOHAIBHBIX JaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEACT-
BaMH M CHUCTEMaMH, MPETHA3HAYECHHBIMU ISl 00paOOTKU MEPCOHAIBHBIX JaHHBIX
WIM B TIOMEILEHUSAX, B KOTOPBIX YCTaHOBJIEHBbI MH(OPMALMOHHBIE CHUCTEMBI MEPCO-
HaJIbHBIX JIAHHBIX.

JocTtynm B ONepanMoHHYI0 cpeay KomnbioTepa (MHGOPMAIMOHHOM
CHCTEeMbl NEPCOHAJBHBIX [JAHHBIX) — TMOJYyYEeHHE BO3MOXKHOCTH 3aIlycKa Ha
BBIMIOJTHEGHNE INTATHBIX KOMaHMA, (YHKIUWH, TMpOIeayp OMEPaIiOHHON CHUCTEMBI
(YHUYTOXKEHUSI, KOMMPOBAHWS, TIEPEMEIICHNs M T.I.), HCHOJHAEMbIX (hailsioB
MIPUKJIAJHBIX TPOTPAMM.

Hoctyn k uHGopMamum — BO3MOXKHOCTh TOTy4eHHsT WH(POPMAIUU U €€ HC-
MOJIb30BaHUSI.

3ak/ai0uHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(OPMALIMH, CKPHITHO
BHEIPSIEMbIN  (3aKiIaibIBaéMblii WM BHOCHUMBIM) B MeCTa BO3MOXHOTO CheMa
uH(popmalu (B TOM YHCIIE B OTPaXICHUE, KOHCTPYKIIMIO, 000pYy/I0BaHKE, MPEIMEThI
MHTEPbEPa, TPAHCIIOPTHBIE CPEICTBA, A TAKXKE B TEXHUUYECKHE CPEACTBA U CHUCTEMBbI
00paboTKN UHPOPMAIIHH).

3amumaemas uHGopmanus — uHpOpPMALMS, SBISIOMIASCS MPEAMETOM COO-
CTBEHHOCTH W TIOJJIeXAIlasi 3allliTe B COOTBETCTBUM C TPEOOBAaHWSMH TPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAHUSMHU, YCTAHABIMBAEMbIMI COOCTBEHHUKOM MH(OpMAITUH.

Nnentndukanus — nprcBoeHHe cyObekTaM M OOBbEKTaM AOCTyIa WACHTH-
¢ukaropa u (WIM) CpaBHEHHE TMPEABSIBISIEMOTO HICHTU(UKATOpA C TEPEUHEM

IMPHUCBOCHHBIX I/IJICHTI/I(bI/IKaTOPOB.



NHpopMaTUBHBIH CUTHAJ — JJIEKTPUYECKHAE CUTHAJIBI, aKyCTUYECKHUE, DJIEK-
TPOMarHUTHBIE W Jpyrue (U3MUeCKUe OIS, MO TapamMeTpaM KOTOPbIX MOMKET ObITh
packpbiTa KoH(puAeHIMaIbHAs HH(opMalus (IepcoOHAIbHbBIE IaHHbIE) 00pabaThiBacMast
B MH(OPMAIIMOHHON CHCTEME MEPCOHATIBHBIX JAHHBIX.

NudopmanuonHbie TEXHOTOTMH — IIPOLIECCHI, METO/BI MOUCKa, cOOpa, Xpa-
HEHUsl, 00paOOTKH, MPEIOCTaBICHUS], PACIpPOCTpaHeHUs] WH(OpMAIMU W  CHOCOObI
OCYILIECTBJIEHUS TAKUX MPOLIECCOB U METOMIOB.

Nupopmanuonnass cucreMa mnepcoHaabHbiXx aaHHbix (UCIIAn) -
COBOKYNMHOCTh COJEpKaluxcsi B 0a3ax JaHHBIX MEPCOHANBHBIX JIAHHBIX H
o0ecreynBaImmux Ux 00padoTKy MH(POPMAIIMOHHBIX TEXHOJOTHH U TEXHUYECKUX
CPEACTB.

Hcnonb3oBaHne NEPCOHAJBHBIX [JAHHBIX — JCHCTBUA (omepanuu) cC
NEPCOHAJIBHBIMU JAHHBIMHM, COBEpPLIAEMBIE OIEPATOPOM B LEISAX NPUHATHS
pELICHUN WA COBEPUICHHUS WHBIX JCUCTBUM, MNOPOKIAKIIAX HOPUANYECKUE
MOCJIEJICTBHSI B OTHOLIEHHH CYOBEKTa MEPCOHAIBHBIX JAHHBIX WM JIPYTUX JIMII
7100 MHBIM 00pa30M 3aTparuBarolUX MpaBa U cBOOObI CyObEKTa MepCOHATbHBIX
JaHHBIX WIH JIPYTUX JIULL.

HcTounuxk yrpo3nl 0e3onmacHocTH MHGOpPMaUM — CyOBEKT JIOCTYTIA, MaTe-
PUATBbHBIA OOBEKT WM (PU3MYECKOE SIBJICHUE, SIBJISIONIMECS MPUYMHOM BO3HHUKHOBEHUS
yIpo3bl 6€30MacHOCTH HH(OPMAITUH.

KonTponupyemasi 30Ha — IPOCTPaHCTBO (TEPPUTOPUS], 31aHUE, YacTh 3aHM,
MIOMELIECHUE), B KOTOPOM HCKIIFOYEHO HEKOHTPOJIMPYEMOE IMpPeObIBAHUE MOCTOPOHHUX
JIMLL, @ TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX M MHBIX MaTEPUATIbHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHANBHBIX [JaHHBIX — 00s3aTeNbHOE IS
COOJIO/IEHHST OTIEPATOPOM HJIM MHBIM TOJYYMBIIMM JIOCTYH K IEPCOHATIBHBIM JaHHBIM
JUIIOM TpeOOBaHUE HE JOMYyCKaTh WX pacnpocTpaHeHue Oe3 corjacus CyObekTa

INECPCOHAJIbHBIX JAHHBIX WM HATAYHS HHOI'O 3aKOHHOI'O OCHOBAHMA.



Me:xceTeBOM IKPaH — JIOKAILHOE (OJJHOKOMIIOHEHTHOE) WX (DYHKIIMOHATBHO-
pacrpesielieHHOe TporpaMMHOE  (TIPOrpaMMHO-AIMIAPaTHOE) CPEACTBO  (KOMIUIEKC),
peam3yrolee KOHTPOIIb 32 HHPOPMAIIMCH, TIOCTYTIAFOIICH B MH(POPMAIMOHHYIO CHCTEMY
MIEPCOHATIBHBIX JJAHHBIX U (MJIH) BBIXOSIIEH 13 MHPOPMAIIMOHHON CUCTEMBI.

Hapymuresn 6e30macHOCTH MEPCOHAIBHBIX JaHHBIX — (QU3UYECKOE JIUIIO,
CITYHYaifHO WJTH TIPETHAMEPEHHO COBEPIIIAIOIIEE ACHCTBUS, CIICICTBIEM KOTOPBIX SBIISICTCS
HapyIlleHne 0e30MacHOCTH TIEPCOHATBHBIX JAHHBIX MPU MX O0pPa0OTKE TEXHUYSCKUMU
CpencTBamMu B MH(POPMAITMOHHBIX CUCTEMAaX TIePCOHATBHBIX TAHHBIX.

HeaBTomaTn3npoBaHHasi 00padoTKa MePCOHAJBHBIX JAHHBIX —
00paboTKa MepCOHATBHBIX JaHHBIX, COJACPKAIIUXCA B HHGOPMAIMOHHON CHUCTEME
NEPCOHATBHBIX JIAHHBIX JIMOO W3BJICUCHHBIX M3 TAaKOW CHCTEMBI, CUHTACTCS
OCYIIECTBICHHOM 6e3 UCIIOJIb30BAHUS CpEIICTB aBTOMaTHU3allUU
(HEeaBTOMATH3UPOBAHHOM ), €CIIM TaKWe JCHCTBUS C MEPCOHAIIBHBIMU JAHHBIMH, KaK
WCITOJIb30BAaHUE, YTOYHEHWE, PpaCIpOCTpaHEHWEe, YHUYTOKECHHUE TEPCOHATBHBIX
JAHHBIX B OTHONICHUH KaXJOTO0 W3 CYOBEKTOB TIEPCOHAIBHBIX JAHHBIX,
OCYIIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEIOBEKa.

HenekaapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHATBHBIC BO3MOKHOCTH
CPEIICTB  BBIYMCIIUTEIILHOM TEXHWKH, HE OINMCAHHbIE WJIM HE COOTBETCTBYIOIIWE
OITMCAHHBIM B JIOKYMEHTAIMH, TPH HCIIOJIb30BAHKHA KOTOPBIX BO3MOXKHO HapyIICHHUC
KOH(HICHIIMAIBHOCTH, JIOCTYITHOCTH WM  IICJIOCTHOCTH 0OpabaThIBacMON  HH-
dhopmanum.

HecaHKuMOHUPOBAHHBIN J0CTYNl (HECAHKIMOHUPOBAHHbIE IEHCTBUA) —
70CcTyn K MHMOPMAITMKA WK JSUCTBUS ¢ MH(GOPMAIWEH, HapYIIAOIMe MpaBriia pa3-
TPaHUYEHHsT JOCTyNa C WCIOJNB30BAaHMEM INTATHBIX CPEJICTB, MPEIOCTABISIEMBIX
WH()OPMAITMOHHBIMHA CHCTEMaMH TTEPCOHATBHBIX JTAHHBIX.

Hocurear undgopmanmuu — Quzndeckoe JUIO WM MaTepHaIbHBIN OObEKT, B

TOM YUCJIIC (1)I/IBI/I‘ICCKO€ I10JIC, B KOTOPOM I/IHqJOpMaIII/ISI Haxo4uT CBOC OTPAXKCHUC B BHUJIC



CHMBOJIOB, 00Pa30B, CUTHAIOB, TEXHUYECKUX PEIICHUN U MPOLIECCOB, KOTMYECTBEHHBIX
XapaKTePUCTUK (HU3UUECKUX BEITUYUH.

O0e31uYuBaHNe TEPCOHAJBbHBIX [JAHHBIX — JICHCTBUSA, B pe3yjbTaTe
KOTOPBIX CTAHOBUTCSI HEBO3MOXKHBIM 0€3 HCIHOJIb30BAaHUS JIONOJHUTEIBbHOM
uHGOpPMAIINH ONPEACIIUTh MPUHAIIC)KHOCTh IEPCOHATBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHAIBHBIX JAHHBIX.

OO0paboTka MepCOHAJBHBIX JAaHHBIX — JIFO00E JCUCTBHUE (OTepalus) WIH
COBOKYMHOCTb JIEUCTBUI (Omepanuii), COBEPIIAEMbIX C MCIOJIb30BAHUEM CPEJICTB
aBTOMAaTU3allUd WM 0€3 HCIOJb30BaHUS TAKUX CPEJICTB C MEPCOHATbHBIMU
JaHHBIMH, BKJIOYasi cOOp, 3amuCh, CHUCTEMATH3AIMIO, HAKOIUICHUE, XpaHEHUE,
yTouHeHue (OOHOBIIEHHWE, M3MEHEHHUE), WU3BJICUYCHHME, HCIOJIb30BaHUE, Mepeaady
(pacpocTpaHeHue, MperoCTaBlIE€HUE, AOCTYI), 00e3Nn4YrBaHUe, OJOKHUpPOBAHUE,
yAaJeHUe, yHUUTOKEHUE IePCOHANIbHBIX JaHHBIX.

OO0menocTynHble NMEPCOHANbHbIC JAHHbIE — MEPCOHAIbHBIE JaHHbBIE,
JOCTYIl HEOT'PAaHWYEHHOIO Kpyra JIMI K KOTOPBIM IPEJOCTABIEH C COIJIacHs
CyOBbeKTa TMEepCOHAIBbHBIX JaHHBIX MM Ha KOTOPbIE B COOTBETCTBUHM C
dbeneparbHBIMA  3aKOHAMU HE pacHpocTpaHsieTcss TpeOoBaHUE COOJIOICHUS
KOH(UICHIIUATBEHOCTH.

Oneparop (mMepcoHANbHBIX JAHHBIX) - TOCYJAPCTBEHHBIN Opras,
MYHMIIMIIAJIbHBIA OpraH, IOpUAMYECKOe WM (PU3NYECKOE JUI0, CAMOCTOSTENIHLHO
WIK COBMECTHO C JPYI'MMHM JIMIAMH OpraHu3yrolue U (WIn) OCYIIECTBISIOLINE
00pabOTKy MEpPCOHANBHBIX JaHHBIX, a TAKXKE OINpEeNESAIoNINe Leau 00paboTKu
MEPCOHAIBHBIX JAaHHBIX, COCTaB NMEPCOHAIBHBIX JaHHBIX, MOJIeKAIINUX 00padoTKe,
JeicTBuUs (omepalnn), COBEpIIAEMbIE C MEPCOHATbHBIMU TAHHBIMHU.

Texnnueckue cpeacTrBa HH(POPMANMOHHOH CHCTEMbl MNEPCOHAJBHBIX
JAHHBIX — CPEJICTBA BBIYMCIUTEIBHON TEXHUKH, MH(GOPMAIIMOHHO-BBIUUCIUTEIBHbIC
KOMILIEKCHI M CETH, CPEJICTBA U CUCTEMBI Tepeiaun, npuema u oopadotku [1/1H (cpencrea

N CHUCTCMBbI 3BYKO3AIIMCH, 3BYKOYCHWICHU, 3BYKOBOCIIPOU3BCACHI, IICPCTOBOPHLIC MU



TEJICBU3MOHHBIE YCTPOWCTBA, CPENICTBA M3TOTOBJICHHS, TUPAKUPOBAHKS JOKYMEHTOB U
JpyTHe TeXHUUECKHUEe CPeIcTBA 00pabOTKU peueBor, rpadruecKoi, BUICO- M OYKBEHHO-
1 poBoi MH(OPMAITMH), TPOTPAMMHBIE CPE/ICTBA (OTEpAIIMOHHBIC CUCTEMBI, CHCTEMBI
yIIpaBlieHus 0a3aMu JTaHHBIX U T.I1.), CPEJICTBA 3ALIUThI MH(OPMALIUH, IPUMEHSEMBIE B
MH()OPMAIMOHHBIX CUCTEMAX.

IlepexBar (uHpopmManmu) — HENpaBOMEPHOE NOJyYeHHE HUH(OPMALMU C
MCIIOJIb30BAaHUEM TEXHHUYECKOTO CpEACTBA, OCYIIECTBISIONIETO OOHapyKEHUE,
npueM 1 00paboTKy HH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble TaHHBIE — JII00ass MHPOpMALKSA, OTHOCALIASACA K TMPSMO
WIM KOCBEHHO OINpPEAENEHHOMY WIH OIpeaensieMoMy (U3MUYECKOMY JIUILY
(cyOBeKTy mepCOHAIbHBIX JAHHBIX);

I[loOouHbIe  3JIEKTPOMATHUTHbIE  M3JIYyYeHHS] W HABOAKH  —
AIIEKTPOMArHUTHBIE M3JIYYE€HUS TEXHMUYECKUX CPEACTB OOpabOTKM 3alluiiaeMoin
uHboOpMaIK, BO3HUKAIOIIME KAk MOOOYHOE SBIEHHWE W  BHI3BAHHBIC
AIIEKTPUYECKUMH CUTHAJIAaMU, JEHCTBYIOMIMMHU B MX JEKTPUUECKUX U MAarHUTHBIX
HENsIX, a TAK)Ke DJIEKTPOMAarHUTHBIC HABOJKU 3TUX CUTHAJIOB Ha TOKOMPOBOISIINE
JMHAWA, KOHCTPYKIIMH U TIETIH TUTaHUSL.

IMoamTKa  «YUCTOTO  C€TOJA» —  KOMIUIEKC  OpraHU3aIl[MOHHBIX
MEpPONPUATUH, KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alUChIBAaHUS Ha OyMaKHbIC
HOCHUTEIM KItoued u arpulOyToB JocTyna (maposieil) ¥ XpaHeHus UX BOIM3H
00BEKTOB JIOCTYIIA.

IHoan30BaTesib HHPOPMAIIMOHHONH CHCTEMBbI NMEPCOHAJBHBIX JTAHHBIX —
JUIO, YydYacTByiomiee B (YHKIMOHUPOBAHUU HH(DOPMALMOHHON  CHUCTEMBI
MEPCOHATFHBIX TAHHBIX WM UCMOJB3YIOIIEE Pe3ybTaThl €€ (QYHKIIMOHUPOBAHHSL.

IIpaBuna pasrpaHuveHusi JO0CTyNAa — COBOKYITHOCTb MPaBUJI, PerIaMeHTH-
PYIOIIMX TpaBa A0CTyna CyObEeKTOB JOCTYIa K 00bEKTaM JOCTYIIA.

IIporpaMmMuas 3aKjiagKa — KOJ MPOrpaMMBI, IPeTHAMEPEHHO BHECEHHBIN B

[nporpaMmy C OCJIbIO OCYIICCTBUTL YTCUKY, UBMCHHUTD, 6JIOKI/IpOBaTI>, YHUYTOXHTH
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MH(pOpMAIIMIO WM YHUUYTOXUTH U MOJU(PUIIMPOBATH POrpaMMHOE oOecrieueHue
MH(GOPMAIIMOHHON CHCTEMbI MEPCOHANBHBIX JAHHBIX U (MJIM) OJOKUPOBATH amma-
paTHbIE CpPeICTBA.

IIporpammHoe  (IporpaMMHO-MaTeMaTH4YeCKOe)  Bo3JelicTBHE — —
HECAaHKIMOHUPOBAHHOE  BO3JICMCTBME HA  PECYpPChl  aBTOMATHU3UPOBAHHOMN
MH()OPMAIIMOHHON CHUCTEMBI, OCYIIECTBIISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
MIpOrpamMM.

PackpbiTHe NEpPCOHANBHBIX JAHHBIX — YMBIIIJIEHHOE WIH CIydYailHOe
HapylieHue KOHPUACHIIMATbHOCTU MEPCOHANIbHBIX JTaHHBIX.

PacnpocTpaneHne nepcoHAJbHBIX JAHHBIX — JCHCTBHS, HANPABICHHBIC
Ha PaCKphITUE TIEPCOHATBHBIX JIAHHBIX HEONPEACICHHOMY KPYTY JIMII.

Pecypc uH(pOpManMOHHOI CHCTEMbI — UMEHOBAaHHBIN JIEMEHT CUCTEMHOTO,
PUKIIATHOTO W arrapaTHoOro oOecreyeHust GyHKIMOHUPOBAHUS
MH(OPMAMOHHON CHCTEMBI.

CneunnanbHble KATETOPUM MEPCOHATBHBIX JAHHBIX — IIEPCOHAIbHBIC
JIAaHHbIE, KacarolMecss pacOBOW, HALMOHAIIBHOW NMPUHAJIEKHOCTH, MOJIUTHUYECKUX
B3IJISIIOB, PEJUTHO3HBIX WIH (PUIOCOPCKUX YOCKIACHUN, COCTOSHUS 370POBbS U
MHTUMHOM JKU3HU CyOBEKTa MEPCOHATBHBIX TAHHBIX.

CpeacrBa BBIYUCIUTEIbHOH TEXHUKH — COBOKYITHOCTH IMPOTPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHCTEM OOpaOOTKH JAHHBIX, CIIOCOOHBIX (DYHKIIOHUPOBATH
CaMOCTOSITEJIbHO UJIM B COCTaBE JIPYTHX CUCTEM.

CyObekT nocryna (cy0ObeKT) — JIMIO WM MPOLECC, JEUCTBUS KOTOPOTO per-
JTAMEHTHUPYIOTCS TPaBUJIaMH pa3rpaHUUCHUS JOCTYIIA.

Texunuyeckuil KaHaJ YyTe4KH UH(POPMALMU — COBOKYITHOCTb HOCUTENS WH-
(dopmatmu  (cpeactBa 00pabOTKH), (U3MUYECKOM Ccpeapl pacnpocTpaHeHus: HHOOp-
MaTUBHOT'O CUTHAJIA U CPEJICTB, KOTOPBIMU JTI00BIBACTCS 3alllUIaeMast HHQopMaIlusl.

TpancrpanuyHas mnepejgadya MEPCOHAJNBHBIX JJaHHBIX — Tiepeaada

MEPCOHAIBHBIX JTAHHBIX OIEparopoM 4Yepe3 ['oCymapCTBEHHYI0 TpaHUILLy
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Poccniickont ~ ®denepanmu  Oprady  BJACTH  MHOCTPAaHHOTO  TOCYAapCTBa,
¢u3nyeCKOMY WM IOPUANYECKOMY JIMIY HHOCTPAHHOI'O FOCY1apCTBa.

Yrpo3sl 0€30aCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBUM 1
(akTOpOoB, CO3AOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHMCJIE CIIy4aifHOro,
JOCTYIIA K IIEPCOHAJIbHBIM JIaHHBIM, PE3YJIETATOM KOTOPOIO MOYKET CTaTh YHUUTOXKECHUE,
W3MEHEHNE, OJIOKUPOBAHUE, KOITMPOBAHKE, PACIPOCTPAHEHNE TIEPCOHATBHBIX JIAHHBIX, a
TaKOKE MHBIX HECAHKITMOHUPOBAHHBIX JICUCTBUN TIPU MX 00pabOTKe B MH(DOPMAIIOHHON
CHCTEME MEPCOHAIBHBIX JAHHBIX.

YHUYTOKEHHE TMEePCOHAJBHBIX [JAaHHBIX — JCHUCTBUS, B pE3yJIbTATE
KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM BOCCTAHOBUTH COZICPIKAHUE IIEPCOHAIBHBIX
JaHHBIX B HMHQMOPMALMOHHOM CHCTEME TNEepCOHAIbHBIX JaHHBIX W (WIH) B
pe3yabpTare KOTOPBIX YHHUUYTOXKAIOTCS MaTEpPUAIbHBIE HOCUTENM MEPCOHAIBHBIX
JAHHBIX.

Yreuka (3amuinaemMoi) MH@oOpMalUM MO TEXHHYECKHUM KaHajJlaM —
HEKOHTPOJIMPYEMOE PACIIpOCTpaHEeHHE UH(OPMALIUKA OT HOCUTEIS 3alluiaeMon UHGOp-
Maluu 4epe3 (PU3MUECKYI0 Cpedy JI0 TEXHWYECKOTO CpPEACTBA, OCYILECTBIIIOIIETO
nepexsaTr HHPOpPMaLUH.

Ys3BUMOCTB — C1a00CTh B CPE/ICTBAX 3aILUTHI, KOTOPYIO MOXKHO UCIIONB30BATh
JUIsl HApYILIEHHUsI CUCTEMBI WK COJIep Kallieicst B Hel mH(opMarmu.

IesocTHOCTH MH(GOPMALIMM — CIIOCOOHOCTH CPE/ICTBA BBIUMCIUTEILHON TEX-
HUKY WA aBTOMAaTU3UPOBAHHON CUCTEMbI 0OeCIieYBaTh HEM3MEHHOCTh MH(OpMALMY B

YCIIOBUSIX CITyYaitHOTO W/WJIM MPEAHAMEPEHHOIO UCKKEHHS (pa3pyLLeHus).



OBO3HAYEHHUA U COKPALLIEHUSA

ABC — aHTUBHpPYCHBIE CPEICTBA

APM — aBrOoMaTH3UpOBaHHOE paboyee MECTO

BTCC — BcnoMoraTenbHbIe TEXHUYECKUE CPEICTBA U CUCTEMBI
NCTIIn — nadopmanoHHas cucTeMa IepCOHAIBHBIX JJAHHBIX
Wb — undopmarpionnast 6e30macHOCTb

K3 — konTponmupyemas 30Ha

JIBC — nokasibHast BEIYMCIIUTENLHAS CETh

MD — MexceTeBoi dKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYII

OC — omneparoHHasi cucTeMa

[1/1H — nepcoHaJIbHbIE TaHHBIE

[IMB — nporpaMMHO-MaTeMaTH4eCKOE BO3ICHCTBUE

[1O — nporpamMmmHOe obecrieueHue

[IODMHH — no6GouHble 3EKTPOMarHUTHbIE M3Ty4EHHUS U HABOJIKU
CA3 — cucrema aHanu3a 3alIMILIEHHOCTH

C3U — cpeacTna 3auThl HHPOpMaLIUU

C3I1dH — cuctema (moacucreMa) 3aliUuThl IEPCOHABHBIX TaHHBIX

COB - cucrema o6HapyXeHUSI BTOP>KEHUN
TKYU — TexHnveckre KaHaIbl yTeUKH HHGOPMAITIH

VYBITJIH — yrpo3s! 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

12
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BBEJIEHUE

Hacrosmee Ilonoxenue uHdopmanmonHoit 6e3omacHoctd B MBJIOY Ned
«Kypasauk» (nanee - JIOY), sBasercs opUIIMaIbHBIM JOKYMEHTOM, B KOTOPOM
oIpeJiesieHa CUCTeMa B3TJISAI0B Ha obecrieueHre HHPOpMalMOHHON 0€30MacHOCTH
JOYV.

Heobxomumocts pazpabotku [lonoxxenuss oOycioBieHA CTPEMHUTEIbHBIM
pacmmpeHreM chepbl MPUMEHEHUsT HOBEHIMX WH(GOPMAITMOHHBIX TEXHOJOTUHA U
nporeccoB B JIOY, mpu o6pabotke uHpopMmanuu BooOIIE, W TEPCOHATHHBIX
JTAHHBIX B YaCTHOCTH.

Hacrosimee Ilonoxenue omnpenenser OCHOBHBIE LIENM M 3aJadyM, a TaKXKe
OOIyI0 CTpaTerui0 TMOCTPOCHUS CHUCTEMBI 3allUTHl TEPCOHAIBHBIX JAHHBIX
(C3I1dn) HAOY. IlonoxeHue ompeaeisieT OCHOBHbIE TpeOoBaHHMS M 0a30BbIe
MOIXO/bI K MX peaju3alud, IS JOCTHKEHUS TPeOyeMOoro ypoBHS O€30MacHOCTH
uHdopMaIuu.

[Tonoxenue pa3pabOTaHO B COOTBETCTBUM C CHUCTEMHBIM IMOJXOJOM K
obOecrieueHuto  wHPOpManUOHHOW  Oe3omacHocTH.  CHCTEMHBIH  MOAXOJ
npeArnosiaraéT  MNpPOBEJACHHUE  KOMIUIEKCAa  MEpPONPHUSTHN,  BKIIFOYAIOIIUX
HCClieIOBaHUE yTrpo3 MH(OPMAIMOHHONW O€30MacHOCTH M pa3pabOTKy CHUCTEMBbI
3amutel  [1[lH, C TO3WIMKM KOMIUIEKCHOTO TPUMEHEHHUS TEXHUYECKUX H
OpraHU3alMOHHBIX MEP U CPEJICTB 3AIlUTHI.

ITon mabOpManmonHol O6e3omacHocThio I1/[H MOHMMaeTCs 3alUIEHHOCTD
MEPCOHANIBHBIX JIAaHHBIX M 0oO0pabaTrbIBaoIieil WX HH(PPACTPYKType OT JHOOBIX
CIIyYalHbIX WJIHM 3JIOHAMEPEHHBIX BO3JCUCTBHUM, PE3YJIBTATOM KOTOPBIX MOXKET
SBUTHCS HaHEeCEeHHe ymiepba camoi wmHpopManuu, ee BianaeibiiaM (cyOobeKkTam
[1/1n) niu uadpactpykrype. 3agaun nHGOPMAITMOHHON 0€30MacHOCTH CBOJSITCS K
MUHHMHU3AIUU yiepOda OT BO3MOXKHOU peanu3auuu yrpo3 6ezomacHoctu [1J[H, a

TaK)Ke K MPOTHO3UPOBAHUIO U MPETOTBPAIICHUIO TAKUX BO3JACHCTBUM.
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[Tonoxenue CIY>)KUT  OCHOBOM Il pa3pabOTKU  KOMIUIEKCa
OpPraHU3allUOHHBIX W TEXHUYECKUX Mep IO OO0ecleyeHUu0 HHPOPMaLUMOHHOM
oeszonacHoctu JIOY, a Takke HOPMATUBHBIX M METOJMYECKUX JIOKYMEHTOM,
00eCleunBaOIINX €€ pealn3aliio, U HE TMpenojaraeT MOJMEHbl (YHKIIHMA
rOCyJIapCTBEHHBIX Opra”HoB Biactu Poccuiickor @Penepannu, OTBEUAKOIIHUX 34
obecrnieueHue 0€30MacHOCTH  HMH(POPMAIMOHHBIX  TEXHOJIOTUH U 3allUTy
uH(pOopMaIuu.

IHomoskenue sIBIsIeTCS METOHOJIOTHYECKON OCHOBOM JJIS:

- ¢dopMupoBaHUS U TMPOBEJCHUS €IUHOW TMOJUTUKUM B OOJACTU
obecneuenus 6ezonacuoctu JJOY;

- TPUHATUS YIPABICHUECKUX PEIICHUH U Pa3pad0TKU MPAKTHYECKUX
Mep IO BOIUIOLIEHUIO MOJUTUKH Oe3zonmacHocTH [I/[H m BhIpabOTKH
KOMILIEKCa COTJIACOBAHHBIX Mep HOPMAaTUBHO-IIPABOBOTO,
TEXHOJIOTUYECKOTO W OpPraHM3alMOHHO-TEXHUYECKOIO XapakTepa,
HalpaBJICHHBIX HA  BBISBICHUE, OTPAKEHUE U  JIMKBUAAIUIO
IIOCJICICTBUI peaIN3allui Pa3IMYHbIX BUAOB yrpo3 I1/1H;

- KOOpJIHHAIMU JESITENbHOCTU CTPYKTYpPHBIX mnoapasaeneHuid JOY
npu TpoBeJeHuH padboT mo pazBuTuio U dkcmryatanuu WCIH ¢
cobroaeHneM TpeboBaHmii odecrieueHus 6ezonacHoctu [1/1H;

- pa3paboTKu TPEAJIOKEHUM 10 COBEPIICHCTBOBAHHUIO IPABOBOTO,
HOPMaTUBHOTO, METOJMYECKOTO, TEXHUYECKOTO U OPTraHU3alOHHOIO
ob6ecrreuenus 6e3onacuoctu I1/Jn B UCITIn JIOV.

[IpaBoBoit 06a3oit st pa3pabOTKU HACTOAIIETO TIOJOKEHHS CIIyXKaT
TpeOboBaHusi JelcTByromux B Poccuum 3aKOHOJATENbHBIX U HOPMATHUBHBIX

JOKYMEHTOB 110 00ecreueHn o 0€301MacHOCTH iepcoHanbHbIX JaHHBIX ([1/1H).
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1. O0mue mMoJjI0KeHUus

Hacrosimee [lonoxenue ompenenser OCHOBHBIE LIENM M 3aJadyM, a TaKXKe
OOIIYI0 CTpaTerui0 IMOCTPOEHUS CUCTEMBbl 3alllUThl MEPCOHAIBHBIX JaHHBIX
(C3I1dn) HAOY. IlonoxeHue ompeaeisieT OCHOBHbIE TpeOoBaHHMS M 0a30BbIe
MOJIXO/bl K UX peali3alli, Uil TOCTHXKEHUS TpeOyeMoro ypoBHSI 0€30MacHOCTH
uHdopMaIuu.

C3IIdn mnpencraBiasieT coOOW COBOKYMHOCTh OpPraHU3ALMOHHBIX W TEX-
HAYECKUX MEpONpUATHH Ui 3amuThl [IJ[H OT HEMpaBOMEPHOTO WM CIy4alHOTO
J0CTyna K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKMPOBaHHUSA, KOMMPOBAHHUA, pac-
npoctpanenus [1/1H, a TakKe MHBIX HENPABOMEPHBIX IEUCTBUM C HUMM.

be3onacHOCTh NEPCOHAIBHBIX JAHHBIX JIOCTUIAETCS IYTEM HCKIHOYEHUS
HECAHKIMOHUPOBAHHOIO, B TOM YHCIIE CIy4YailHOTO, AOCTYNAa K NEPCOHAIbHBIM
JaHHBIM, PE3YJbTATOM KOTOPOIO MOXET CTaTh YHUYTOXXEHUE, H3MEHEHUE,
OJIOKMpOBaHUE, KOMUPOBAHUE, PACIIPOCTPAHEHNE TIEPCOHATIBHBIX JaHHBIX, a TAKXKE
VMHBIX HECAaHKIIMOHUPOBAHHBIX JEUCTBUML.

CrpykTypa, cOoCTaB W  OCHOBHbIE  (YHKUMM  TEXHUYECKUX MU
opranu3atudoHHbeix Meponpustuii C3II[IH omnpenenstoTcss HUCX0As U3 YPOBHS
samuiieHHocTy  (kinacca) MCII[H, yCTaHOBIEHHOTO B COOTBETCTBUU C
tpeboBanusimu [loctanoBnenus: [IpaBurensctBa Ne 1119 ot 1 Hosi6pst 2012 1.,
npukaza ®CTOK Poccum Ne 17 ot 11 depans 2013 r., mnpukaza ®CTOK
Poccum Ne 21 ot 18 deBpans 2013 r., a Takke B COOTBETCTBUH C TPEOOBAHHUSIMU
[Toctanosnenust I[lpaBurensctBa Poccuiickoit ®eneparun Ne 687 «OO0
yTBepxkaeHuu [lonoxxennus 00 0COOEHHOCTSX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
OCYLIECTBJIsIEMOl 0€3 HCHOJb30BaHMs cpeAcTB aBromaruzauum». C3II1H
BKJIIOYAE€T OpPraHU3AlMOHHBIE MEPbl U TEXHUYECKHE CpEJCTBA  3alUTHI
uHpopmarmu (B TOM uuciie mUPpoOBabHBIE (KPUNITOrpadUUECKUe) CPEACTBa,
CpPEeICTBA  NIPENOTBPAIICHMS  HECAHKUMOHMUPOBAHHOIO  JIOCTyHA,  yTEUKH

I/IH(I)OpMaI_II/II/I 10 TCXHUYCCKUM KaHalJlaM, ITPOTrPaMMHO-TCXHUYICCKUX BOSI[GﬁCTBPIﬁ
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Ha TexXHUYeckue cpeactBa obOpaborku [IJIH), a Takke UCHOIb3yEeMble B
UH(GOPMAIIMOHHON cucTeMe MH(HOPMAIIMOHHbBIE TEXHOJIOTHH.
OTH Mepbl NTPU3BAHBI 00ECTICYUTh:

- KOH(UACHITMATHHOCTD uHbOopMaIu (3amura oT
HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHUS);

- 1EeJIOCTHOCTh HH(OpMaNUU (aKTyalbHOCTh W HEMPOTUBOPEYUBOCTD
uH(opmaruu, €e  3alMIIEHHOCTh  OT  pa3pylleHus U
HECAaHKIIMOHUPOBAHHOTO U3MECHEHHS);

- JIOCTYNHOCTh HMH(pOpMaluu (BO3MOXKHOCTh 32 MPUEMIIEMOE BpeMs

MOJIYYUTh TpeOyeMyt0 HHPOPMAITMOHHYIO YCIIYTY).

Craguu co3ganust C3I1/IH BKIIOYAIOT:

- NpEeanpoeKTHasl CTaAus, BKIIOYAIOIIAs IPEANPOEKTHOE 00CIe0BaHHE
UCTI[In, pa3paboTKy TEXHUYECKOTO (YaCTHOTO TEXHHYECKOTO)
3a/laHHs HA €€ CO3JaHuE;

- CcTajaus NPOEKTHpPOBaHUA (pa3pabOTKU MPOEKTOB) U peau3alld Mep
samutel C3I1/1H;

- cramus BBojga B gedcrBue C3II/[H, BKiIIOYarOiasi OIBITHYIO
AKCIUIyaTallMl0 U MPHUEMO-CIATOYHBIE HCIBITAHUS CPEACTB 3alIUTHI
uH(popmaimm, a takke oueHky coorBerctBus C3IIIH TpebGoBaHusIM

6e3omacHocTH H(pOpMAIUH.

OpraHu3allMOHHBIE MEpBl NPEAYCMATPUBAIOT CO3JaHUE M MOJJIEPKAHUE
npaBoBoii 0a3el Oe3omacHoctd [IJIH u pa3paboTky (BBeaeHHE B JEHCTBHE)
npeaycMotrpeHHbix  [lomutukodt  uHopmanmonHoit  6e3omacHoct  MCIIIH
CIENYIOINX OPraHU3alMOHHO-PACIIOPSAAUTEIbHBIX JOKYMEHTOB:

- Ilman wmeponpusatuii mo obOecnedenuto 3anmthl [l npu wux

o6padotke B UCII/IH;
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- Ilnan meponpusTuii Mo KOHTPOIIO odbecrieueHus 3amuTol [1)1H;

- Tlopsimok pe3epBUpOBaHMS W BOCCTAHOBJICHHUS PabOTOCIIOCOOHOCTH
TC n I10, 6a3 nanasix u C3U;

- JlomxHocTHas wuHCTpykuus anmunuctpatopa MWCIIIH B yactu
obecnieuenus 6ezonacHoctH I1/[H npu ux o6padotke B UCII/H;

- JlomkHOCTHAs MHCTPYKIUS agmuHucTparopa 6e3omacHoctu UCIIH;

- JlomxHocTHass wuHCTpykuus mnons3oBatens HWCIIJJn B yactu
obecrnieuenus 6ezonacHoctu [1J{n npu ux o6padotke B UCII/H;

- HucTpykuus Ha cirydail BOSHUKHOBEHUSI BHEIITATHOW CUTYallNH;

-  HHCcTpyKIHs MO pa3MenieHnto, 000pyI0BaHUIO U OXpaHE TIOMEIICHHUH,
I/ XPaHATCS NEPCOHANBbHBIE JAHHBIE, IO XPAHEHUIO MEPCOHAIBHBIX
JAHHBIX HAa OyMa)KHBIX HOCHUTENSX U MOPSIKY pabOThl UCIIOTHUTENEH

C ICPCOHAJIBHBIMHU JAaHHBIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(bOpMaI_II/II/I.

TexHnueckre Mepbl 3alUThl PEATU3YIOTCS MPU MOMOIIH COOTBETCTBYIOIIUX
MPOrPAMMHO-TEXHUYECKUX CPEACTB U METOJIOB 3aILUTHI.
[lepeueHb HEOOXOIUMMBIX MEpP 3alIUThl HMHPOPMAIUU OMNPENENICTCS MO

pe3yibTaraMm BHyTpeHHel npoBepku 6e3onacuoctu UCI /I JOVY.
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2. 3apaun C3I1/1n

OcnoBnoil nenbto C3I1/IH siBIsieTcs MUHUMU3aLUs yuiepOa OT BO3ZMOMXKHOM

peanuzaiuu yrpo3 6e3omnacuoctu [1/1H.

s mocTmKeHHMs OCHOBHOM IHenu cucTteMma Oe3omacHoctw IIJIH momkHa

obecrieunBath 3(HPEKTUBHOE PEIICHUE CICAYIOMNX 3a1a4:

3alUTy OT BMemIaTesnbcTBa B mpoiiece pyuknuonupoBanus UCIIIx
HOCTOPOHHUX JHUI (BO3MOXHOCTh ucnosib3oBanus MCII[H u noctyn
K €€ pecypcaM JOJDKHBI HMMETb TOJBKO 3apeTHCTPUPOBAHHBIC
YCTaHOBJICHHBIM MOPSJIKOM I10JIb30BATENN);
pasrpaHUYEHHE JOCTYyNA 3apETUCTPUPOBAHHBIX IIOJB30BATENEN K
anmnapaTHbIM, IPOrpaMMHBIM U UH(popmarmoHHbM pecypcam MCI/x
(BO3MOXXHOCTh JIOCTYNIAa TOJBKO K TEM pecypcamM W BBIIOJIHEHUS
TOJIBKO T€X OIepauuil ¢ HUMHU, KOTOpPble HEOOXOAUMbI KOHKPETHBIM
nosib3oBatessiMm - MCII/IH  fuisi  BBIMOJAHEHUS CBOMX — CITY>KEOHBIX
00513aHHOCTEM ), TO €CTh 3aIIUTY OT HECAHKI[MOHUPOBAHHOT'O JIOCTYIIA!

1) x undopmanuu, nupkynupytomieit B UCIIJH;

2) cpexactBaM BeruucauTeabHon TexHuku UCII/IH;

3) anmapaTHBIM, TPOTPAMMHBIM M KPUNITOTpaPUUIECKUM

cpeacTBaM 3aiuThl, ucnosb3dyembiM B UCI/IH;

pPETUCTpaLMI0  ACWCTBUM  MOJIb30BATEJIIEH TMPU  HCHOJIb30BAHUU
sammiaemMbix  pecypcoB HCIIJIH B CHUCTEMHBIX JKypHaidax |
NEPUOANYECKANA KOHTPOJIb KOPPEKTHOCTH JIEUCTBUU ITOJIB30BATENIEH
CHUCTEMBI ITyTEM aHAJIN3a COAEPKUMOTO ITUX )KYPHAJIOB;
KOHTPOJb  IEJIOCTHOCTH (oOecrieueHre HEU3MEHHOCTH) Cpeibl
VCIIOJTHEHNS IIPOTPAMM U €€ BOCCTAHOBIICHHUE B CIy4ae HAPYLICHNUS,
3aIUTy OT HECAHKIMOHUPOBAHHON MOJIUM(HUKAIMU W KOHTPOJb

uenoctHocTy ucnoiab3dyembix B MCII/IH mporpamMMHBIX CpeACTB, a
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TaK)XK€ 3alllUTy CHUCTEMbl OT BHEJIPEHUS HECAHKIMOHUPOBAHHBIX
IpOrpamMm;

samuTy [IJIH OT yTeuku 1o TEXHUYECKUM KaHaiaMm IIpHu ee 00paboTke,
XpaHEHUH U Nepeiaye o KaHajlaM CBSI3H;

samuty [IJIH, Xpanumo#, oOpabaTbiBaeMOi M TepegaBaeMoi 1o
KaHaJaM CBSI3U, OT HECAHKIMOHHMPOBAHHOTO pasrjall€HUus WIH
HCKa)KEHUS,

obOecrieueHne KUBYYECTH KPUNTOTpahUUECKUX CPEACTB 3alIUTHI
uH(OpMAIMHU IPU KOMIIPOMETAIIUU YaCTH KITFOYEBOW CUCTEMBI;
CBOEBPEMEHHOE BBISBJICHUE HCTOYHUKOB yrpo3 Oe3omacHoctu I1J1H,
OpUYMH W YCJIOBUM, CIOCOOCTBYIOIIMX HAHECEHUIO yliepOa
cyowekram [1/IH, cozmanne MexaHu3Ma OMEPaTUBHOTO pPearupoBaHUs
Ha yrpo3sl 6e3onacHocTH [1J[H 1 HeraTUBHBIE TEHICHIINH;

CO3/ITaHHUE€ YCJIOBHM IS MUHMUMU3AIUU U JIOKAIM3AUA HAHOCUMOIO
yiiep0a HerpaBOMEPHBIMU JACUCTBUSAMU (PUZUUECKUX U IOPUINUECCKUX
Ju1l, ociabiieHne HEraTUBHOTO BIMSHUS M JIMKBUJAIUS TTOCIIEICTBUN
HapyuieHus: 6ezonacuoctu [1]1H;

000py/IOBaHUE W OXpaHa MOMEMIEHUM, T/I€ XPAHATCS NEPCOHAIbHBIC
JTAHHBIE;

cOOJIIoZICHUE TOpsiIKA XPAHEHUsT TMEPCOHAIBHBIX JAHHBIX Ha
OyMa)KHBIX HOCUTEIISIX;

COONIIOZICHNE TIOpsAKAa XpaHCHWS KIIo4YeHd OT IIOMCIICHHH TJie
xpansarcs [1JIH Ha OyMaKHBIX HOCUTEISX;

coOyoficHue TMopsiaKa pPadOThl HCIOJHUTENEH C TMEePCOHATBHBIMU

JTAHHBIMH Ha OyMaKHBIX HOCUTEISIX MH(GOPMAIIHH.
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3. O0BbeKTHI 3aIUTBI

Ilepeyenb HHPOPMALMOHHBIX CHCTEM
B JOY mpomsBoautcsi 00paboTKa  MEPCOHAIBHBIX  JaHHBIX B

nH(pOpMAMOHHOW cucTeMe 00paboTku nepcoHanbHbIX JaHHbIX (MCIT/IH).
[lepeuens WCII/IH ompenensercss B mpoiiecce padOThl KOMHUCCHUH, IO

uTOTaM paboT KOTOpo coctarseTcs akT kinaccudukaruu UCIH.

IlepeyeHb 00bEKTOB 3aUTHI
OObexTaMu 3allUThI ABJS0TCS — HH(popMmanus, oopadatsiBaemas B UCII/H,

U TEXHUYECKHUE CpeacTBa €€ 00paboTku U 3amuThl. CHHCOK MNEPCOHAIBHBIX
JAHHBIX, MOJICKAILNME 3alINUTE, ompenesiecH B llepeyHe mepcoHaNbHBIX TaHHBIX,
nouiexkanux 3ammure B MCII/.
OOBEKTHI 3aIUTH BKIIFOYAIOT:

1. OO6pabaTeiBacMmasi nHpOpMAITHS.

2. TexHonoruyeckas UH(PpOpMaLH.

3. IIporpaMMHO-TEXHHUYECKHE CPEICTBA OOPAOOTKH.

4. Cpenctsa 3amutsl [1/1H.

5. Kanansl uHpOpManMOHHOTO 0OMEHA U TEIEKOMMYHUKAIIUH.

6. OOBeKTbl W TOMENICHHS, B KOTOPHIX pa3MEIIEHbl KOMIOHEHTHI

WUCIIn.
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4. Knaccudpuxkanus noas3oareseit UCIIIn

ITonb3oBarenem NCIIIn SABJIAETCS JIULIO, Y4acCTBYIOLLIEE B
(GYyHKIMOHUPOBAHUM WH(GOPMAIMOHHOW CHUCTEMbl TEPCOHANIBHBIX JIAHHBIX WM
UCHoJIb3ylolIee pe3ysbrathl ee (yHkuuonupoBanus. [lons3zoBarenem WCIIAH
spisiercst 060t cotpyaauk JIOY, umeromuii noctyn k UCIIIH u ee pecypcam B
COOTBETCTBHUM C YCTAHOBJIEHHBIM TMOPSAKOM, B COOTBETCTBUM C  €rO0
(yHKUHMOHATBHBIMH O0SI3aHHOCTSIMHU.

[Tonb3oBatenu UCII/IH nensarca Ha TpU OCHOBHBIE KaTErOPUU:

AIMUHUCTpaTOp UHPOPMAITMOHHON 6E30IIaCHOCTH.
Corpynauku IOV, KOTOpble 3aHUMAIOTCS HACTPOWKOHM, BHEIPEHUEM U
COMPOBOXKJIEHUEM CHUCTeM Oe3omacHocTH. Anmunuctparop Wb obnamgaer
CJIEAYIOIIUM YPOBHEM JOCTYIIA:
- oOnamaeT TmoOaHOM wuWHOpMANMEh O CHUCTEMHOM | IPHUKIATHOM
nporpaMmmHoM obecrieuennu UCITH;
- obmamaer mnonHOW wuHGOpPMAIME O TEXHUYECKUX CpEACTBaX U
koHpurypaunu UCIH;
- HWMEeT JOCTYll KO BCEM TEXHMYECKHUM CpeICTBaM 00pabOoTKu
nHopmanmu u gaaasM UCITH;
- He oOnagaeT mpaBaMu KOH(UTYPUPOBAHHS W aJIMUHUCTPATUBHOMN
HacTpoilku Texunueckux cpeacrs UCII/H.
Anmvunuctparop UCI/IH.

CoTpynHuKH JOY, KoTopble  3aHUMAKOTCA  CONPOBOXKIACHUEM
MIPOTPaMMHOT0 00€CTICYEHUSI.

AnvunauctpaTop UCII/IH o6nagaeT ciieayomuM YpOBHEM JOCTYIIA:

- obmanaer uHdopmanueir 00 alropuTMax M mporpammax oOpadbOTKH
uHpopmanuu Ha UCIT/IH;
- o0yamaeT BO3MOXKHOCTSIMA BHECEHHSI OMMOOK, HEEKIAPUPOBAHHBIX

BO3MOKHOCTEM, TPOrpaMMHBIX 3aKJIaJI0K, BPEAOHOCHBIX MPOTPaMM B
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nporpammHoe obecneuenre MCII/IH Ha cragum ee pa3paboTKw,
BHEJPEHUS U COIIPOBOXKICHNUS;

MOXXET pacroJsiaraTh JIOObIMH  (parMeHTaMH HHQPOPMALUU O
tonosiorun UCIIJIH 1 TexHuueckux cpencTBax oOpabOTKHU U 3aIUTHI
I1/11, o6padareiBaembix B UCII/IH;

oOnanaer mnpaBaMM KOH(DUIypUpPOBaHHA U  AAMUHHCTPATUBHOU

HacTpoiiku Texunueckux cpeacts UCII/H.

Omneparop UCII/H.

CoTpynHuku  MOJpa3aeieHui JIOY  yuacTtByoommx B IIpolecce

skcrryarat ICII{n. Omneparop HCII[IH obnamaer cieayrooluM ypOBHEM

J0CTyma:

o0nagaeT BceMu HEOOXOJIMMBIMU aTpuOyTamMu (Hampumep, Haposiem),
00€ecreynBaIIMMU I0CTYI K HEKOTOpoMy noamMHoxecTBy [1/1H;
pacrionaraeT KOH(UICHIMATbHBIMA JAHHBIMH, K KOTOPBIM HMMEET

JOCTYTI.
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5. OcHOBHBIE NMPUHIMIIBI MOCTPOCHUSA CUCTEMBI KOMILJIEKCHOM 3alllUThI

uHpopManUHU

[Toctpoenue cuctembl obecnedenus 6e3zonacuoctu [1In UCITIu IOV u ee

(bYHKI_[I/IOHI/IpOBaHI/Ie JOJIKHBI OCYIICCTBIIATHECA B COOTBCTCTBHH CO CIICAYIOIUMH

OCHOBHBIMHU IIPUHIOUIIAMHU:

3aKOHHOCTB;
CHUCTEMHOCTb;

KOMILIEKCHOCTB;

HEIPEPBIBHOCTB;

CBOEBPEMEHHOCTB;

MPEEMCTBEHHOCTh Y HETIPEPHIBHOCTH COBEPIIICHCTBOBAHUS,
NepcoHaIbHasA OTBETCTBEHHOCTb;

MUHHMU3ALMS TOJTHOMOYHI;

B3aUMOJICHCTBUE U COTPYIHUYECTBO;

rMOKOCTh CUCTEMBI 3aILUTHI;

OTKPBITOCTh AJITOPUTMOB Y MEXaHU3MOB 3aIIUTHI;
MPOCTOTA MPUMEHEHHUS CPEJICTB 3alUTHI;

Hay4yHasi 000CHOBAaHHOCTh U TEXHUYECKAs PeaIN3yeMOCTb;
crienuaIn3anus u npoPecCuoHAIIN3M;

00513aTEILHOCTD KOHTPOJISL.

3aKOHHOCTH

[Ipeamonaraer OCYIIECTBICHUE 3aIUTHBIX MEPONPHUITHA U Ppa3pabOTKy

C3I1Jn JIOY B COOTBETCTBMHU C ACHCTBYIOIIMM 3aKOHOAATEIHCTBOM B 00JIACTH

3amuThl [[J[H U Ipyrux HOPMATUBHBIX aKTOB MO O€30MaCHOCTH HH(MOpMaLuH,

YTBCPIKACHHBIX OpraHaMu FOCYI[&pCTBCHHOfI BJIACTH M YIIPABJICHHA B IIPCALCIIAX UX

KOMIICTCHIINH.
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[Tonwr3zoBatenu u obcmyxkupatomuii nepconan [1In UCIHIun JIOY nomxHb
OBITHh OCBEJAOMJICHBI O TOpsJKE PabOTHI C 3amuinaeMor uHpopmaiedn U 00
OTBETCTBEHHOCTH 3a HapyIlleHue mnopsaka 3amuTsl [1JIH.

CucreMHOCTDH
Cucremnsiii noaxon k noctpoenuto C3I1In OV npenmnonaraer yyer Bcex

B3aMMOCBSI3aHHBIX, B3aHUMOJCHCTBYIOIINX H HW3MEHSIOIMIUXCS BO BpPEMEHU
AJIEMEHTOB, YCJIOBUA M (DaKTOPOB, CYIIECTBEHHO 3HAYMMBIX JJIi MOHUMAHUS U
pemenus npoosemsl obecrieuenust 6e3onacuoctu [1JJn UCITIn OYVY.

[Ipu co3maHuMM cHCTEMbI 3alUTHl JOJDKHBI YUUTHIBATHCA BCE cladble U
HaumOoJiee ys3BUMBIE MecTa cucteMbl oOpabotku I[I/[H, a Takke xapakrep,
BO3MO)KHbIE OOBEKTHI M HAIIPABIICHUS aTaK HA CHCTEMY CO CTOPOHBI HapyIIUTEIeH
(ocobenno BBICOKOKBAJIN(DULIMPOBAHHBIX 3JI0YMBIIIUIECHHUKOB), nyTH
NPOHUKHOBEHUs B pacmpenenceHnbie cucteMbl 1 HCJl x mupopmanuu. Cuctema
3alIUTHl JOJUKHA CTPOMTHCA C YYETOM HE TOJBKO BCEX HM3BECTHBIX KAaHAJOB
nponukHoBeHust 1 HCJI k nndopmaiuu, HO U C y4eTOM BO3MOKHOCTH TOSIBIICHUS
NPUHIMIHAIBHO HOBBIX MyTeH peaau3aiuu yrpo3 6€30MacHOCTH.

KoMmiekcHoCTH
KomriiekcHOe MCIOIB30BaHUE METOJIOB M CPEICTB 3allUThI MPEANoaaraet

COrJIaCOBaHHOE MPUMEHEHHE Pa3HOPOIHBIX CPEACTB MPHU MOCTPOECHUHU LIEIIOCTHOU
CUCTEMbI 3allUTHI, IMEPEKPHIBAIOLIEH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHAaJIbI
peanu3anuy Yyrpo3 M He coJiepKaiieid ciaObIX MECT Ha CTBhIKaX OTHEJbHBIX €€
KOMITOHEHTOB.

3amura JoHKHA CTPOUTHCS AIIEIIOHUPOBAHO. [l KaXA0ro KaHajna yTeuku
uHpopMaMU W IS KaKIOM yrpo3sl O€30MACHOCTH JOJKHO CYIIECTBOBATH
HECKOJIbKO 3allUTHBIX pyOexein. Co3gaHue 3alIUTHRIX PyOeXeil OCyIeCTBISIETCS C
y4€TOM TOTO, YTOOBI JUJISi UX TPEOJOJICHUS MOTEHIUAILHOMY 3JI0YMBIIIJICHHUKY
TpeOOBAIUCh MPOPECCUOHAIBHBIE HABBIKM B HECKOJIBKUX HEB3aUMOCBS3AHHBIX

o0yacTx.
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Buemnsis 3ammra g0obKkHA 0oOecreuuBaThCs (DU3MYECKUMU CPEICTBAMU,
OpraHU3allMOHHBIMU U MPaBOBBIMU Mepamu. OJIHUM U3 HauboJee YKPEIUIEHHbIX
pyOexeit mpu3BaHbl OBITH Cpe/ICTBA KpUNTOrpadUueCKOM 3alUThI, peaIM30BaHHbBIC
¢ wucnoyib3oBanueMm TexHonormu VPN. IlpukiiagHol ypOBEHb  3allMTHI,
VUYUTHIBAIOMINK OCOOCHHOCTH TPEIMETHOM OOJAacCTH, MPEICTAaBISET BHYTPEHHUM
pyOEK 3aIUTHI.

HenpepsiBHOCTD 3amuThl 1110
3amuta I1/IlH — HEe pa3oBoe MEPONPHUATHE U HE MPOCTasi COBOKYIMHOCTH

MIPOBEJICHHBIX MEPONPUATUNA U YCTAHOBIICHHBIX CPEJICTB 3AIlMThI, 4 HEMPEPHIBHBIN
LIEJICHAINPABIICHHBIM MPOIECC, MPEANOJArallliuil MPUHITHE COOTBETCTBYIOIIHUX
Mep Ha Bcex dtanax xku3HeHHoro nukina UCITIH.

NCIIIH nomkHb HaXOAUTHCSA B 3aUIUMIIEHHOM COCTOSIHUM HA MPOTSKEHUU
BCET0 BpPEMEHU UX (PYHKIMOHUPOBAaHHSA. B COOTBETCTBMM C 3TUM MPUHIUIIOM
NOJDKHBI NIPUHMMATbCa Mepel 1o  Hemomymenuto mnepexoga HWCIIJr B
HE3AIUMILEHHOE COCTOSHUE.

BonbmHCTBY (pU3MYECKUX ¥ TEXHUYECKUX CPEACTB  3allUThl IS
5 ()EKTUBHOTO  BBITIOJHEHUS CBOMX (QYHKIUNA HEOOXOOWMa  TMOCTOSHHAS
TeXHUYECKas u OpraHu3alMOHHAas (aAMUHUCTpaTUBHAS) NOJAJIepKKa
(cBOeBpeMEHHasi CMEHa U 00eCIeueHUE MPABUIBHOTO XPaHEHUS] U NMPUMEHEHHUS
UMEH, MapoJied, Kioueil mudpoBaHus, MepeonpeesieHue MOJIHOMOYUN U T.IL.).
IlepeppiBbI B paboTe CpEACTB  3allUThl MOTYT OBITh  HMCIOJIb30BAHbI
3JIOYMBIIIJICHHUKAMU JJIsl aHalii3a MPUMEHSIEMBIX METOJIOB M CPEJICTB 3aIlMTHI,
JUISL BHEAPEHUS CIIEMAIbHBIX MPOIPAMMHBIX U annapaTHBIX "3aKIIaIoK" U Ipyrux
CPEACTB  NPEOAOJEHUS CHCTEMBI  3alUTBl  IIOCIE  BOCCTAHOBJICHUS €€
(GYHKIIMOHUPOBAHHUA.

CBOEBpEMEHHOCTDH
[Ipeamonaraer ymnpexmaroIil XapakTep Mep oOecredeHHsS Oe30MacHOCTH

ITJIH, TO ecTh MOCTAHOBKY 3aj1au no koMmIuiekcHo# 3amute MCII/IH u peanuzanuto
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Mep obecnieuenust OezonacHoctu [1J[H Ha panHux craausx pazpadorku UCIIIH B
IIEJIOM U €€ CUCTEMBI 3alUThl HH)OPMAIMH, B YACTHOCTH.

Pa3paboTka cucTeMbl 3aIUTHI JOJDKHA BECTUCH MAapaUIETIbHO ¢ pa3paboTKOi
U pa3BUTHEM CaMOI 3aIIMIAEMON CHUCTEMBbl. JTO TMO3BOJMUT y4eCTh TpeOOBaHMS
0€3011acHOCTH IIPU MPOEKTUPOBAHUU aPXUTEKTYPHl U, B KOHEYHOM CUE€TE, CO31aTh
O0onee 3(¢eKkTuBHBIE (KaK IO 3aTpaTaM pecypcoB, TaK M IO CTOHKOCTH)
3alUIIEHHBIE CUCTEMBI.

IIpeeMCTBEHHOCTH M COBEPIICHCTBOBAHUE
[IpeanonararoT MOCTOSHHOE COBEPLIEHCTBOBAHUE MEpP U CPEACTB 3alUThI

uH(pOpMAIIMU HAa OCHOBE IMPEEMCTBEHHOCTH OPTAaHMU3AIMOHHBIX W TEXHUYECKUX
pelieHuii, KaapoBoro cocraBa, aHaiu3a ¢yHkiuonupoBanus HWCII[ln u ee
CHUCTEMBI 3aIlUThl C Y4YETOM H3MEHEHWW B METOJaX M CPEJCTBaxX IepexBara
uHPOpMAIIMK, HOPMATUBHBIX  TpPeOOBaHWUN TO  3allWTE, JOCTHTHYTOTO
OTEUYECTBEHHOTO U 3apyOEKHOIO OIbITA B 3TON 00JIACTH.

Hepconaanaﬂ OTBETCTBCHHOCTD
Hpez[nonaraeT BO3JIO0XCHHC OTBCTCTBCHHOCTH 3a obecrieueHue

oeszonacHoctu [I/IH m cuctembl uX 00paOOTKM Ha KaXAOro COTPYJHUKA B
Ipeaesnax ero MnoJHOMo4Yui. B cOOTBETCTBUM € 3TUM MPHUHLMIIOM pacIpeieieHne
npaB U O0S3aHHOCTEN COTPYAHUKOB CTPOUTCA TaKUM 00pa3oMm, 4yTOObI B cilyyae
Ar000ro HapylleHUs: Kpyr BHUHOBHHMKOB ObLI YETKO M3BECTEH WJIM CBEACH K
MUHUMYMY.

HpHHHI/IH MHHHUMHU3AIIUHN MOJTHOMOYHM
O3HauaeTt MpcaoCTaBJICHUC ITI0JIB30BATC/IIM MUHUMAJIBHBIX IIpaB JOCTYIIA B

COOTBETCTBHUH C TTPOU3BOJICTBEHHON HEOOXOIUMOCTBIO, HA OCHOBE MPHUHIIMIIA «BCE,
YTO HE Pa3pPEIIEHO, 3aAIPELIEHOY.

Hoctyn x I1JIH momkeH mpenocTaBiIsThCA TOJIBKO B TOM Clyd4ae U 00beMme,
€CIM HTO HEOOXOAUMO COTPYIHUKY JUIsl BBIMIOJHEHUS €ro JOJIKHOCTHBIX

0053aHHOCTEN.
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B3aumMoaeicTBue U COTPYAHUYECTBO
[Ipeanonaraer co3gaHue OnarompusiTHOM artMochepbl B KOJUIEKTHUBAX

noApaszaeneHui, ooecneunBaronux aesrensHocte UCIHAn JIOY, nng cHmkeHus
BEPOSITHOCTA BO3HUKHOBEHHSI HETaTHUBHBIX JECUCTBUN CBSI3aHHBIX C YEJIOBEYECKUM
(haxTopoMm.

B Ttakoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAHHO COOJIO/IAThH
YCTAaHOBJIEHHBIE MpaBWJIa W  OKa3bIBaThb  COJICMCTBUE B  JACATEIBHOCTH
oApa3AeICHUN TEXHUYECKON 3aIUThl HHGOPMAIIUH.

I'mokocThb cucremsl 3amuThl I1/1H
[IpuHsaTEIE MEphl M YCTAHOBJEHHBIE CPEJICTBA 3alllMThl, OCOOECHHO B

HaYyaJIbHBIN MEPUOJ X IKCIUTyaTallMu, MOTYT 0OecrieunBaTh KaKk Ype3MEpHbIid, Tak
U HEJIOCTaTOYHBbIM ypoBeHb 3aummThl. Jlns obOecriedyeHHs: BO3MOMXKHOCTH
BapbUPOBAHUS YpPOBHEM 3allMIIEHHOCTH, CPEJICTBA 3alIUThl OJDKHBI 00JaaaTh
OTIpeNIEICHHOW THOKOCThI0. OCOOCHHO BaKHBIM 3TO CBOWCTBO SIBIISICTCS B TEX
Clly4asix, KOIJla YCTaHOBKY CPEICTB 3alllUThl HEOOXOAMMO OCYIIECTBISATH Ha
paboTarolyo  cUCTeMy, HE  Hapylas [pouecca €€  HOPMaJbHOTO
(YyHKIMOHUPOBAHUSL.

OTKprTOCTI) AJITOpUTMOB 1 MEXAHU3MOB 3alIIUTHI
CYTB IMPUHOWIIA OTKPBITOCTHU aJITOPUTMOB U MEXAHU3MOB 3allIUTBI COCTOUT B

TOM, YTO 3alllUTa HE JOJDKHA OOECIIeUMBATHCS TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpraHW3allid W aJIrOPUTMOB (YHKIIMOHUPOBAHHS €€ ITOJCHUCTEM.
3HaHWE aNTOPUTMOB PabOTHI CHCTEMBI 3AIUTHI HE JOJDKHO JaBaTh BO3MOKHOCTH
ee npeodosieHus (Haxke aBropam). OgHaKo, 3TO HE O3HA4YaeT, YTo MHpOpMAIHS O
KOHKPETHOM CHUCTEME 3aIlIUThI I0JHKHA OBITH OOIIE0CTYITHA.

IIpocToTa NnpuMeHeHUsI CPEACTB 3aIMTHI
MexaHU3Mbl 3alUThl JIOJDKHBI OBITh MHTYUTHBHO TOHSATHBI M IPOCTHI B

HUCIIOJIB30BAaHUMH. HpI/IMCHeHI/IC CpE€aACTB 3allMTBI HC IOJIZKHO OBITH CBSI3aHO CO
3HaHHCM CIICHHAJIBHBIX S3BIKOB HWJIM C BBIIIOJIHCHUCM I[GﬁCTBHﬁ, Tpe6y}oumx

3HAYUTCJIIbHBIX JOITOJIHUTCJIBHBIX Tpyao3arpar Impu OOBIYHOM pa60Te
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3apPETUCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSAKOM IOJIb30BATEIEH, a TaKXKE HE
JIOJDKHO TpeOOBaTh OT MOJIb30BATENSl BHITIOJHEHUS PYTUHHBIX MaJOTIOHATHBIX €My
oreparuii (BBOJ HECKOJIBKUX MapoJIe U UMEH U T.J1.).

JlolbkHa JOCTUraThCs aBTOMAaTHU3alldsl MAKCHUMAJIBHOTO YHCIIa JACUCTBUM

nosib3oBaresiei u aarmuHuctparopo MCIIH.

HayuyHnasi 000CHOBAaHHOCTBb M TEXHMYECKasl peajin3yeMoCTh
NudopmanmoHHble TEXHOJOTMH, TEXHUYECKUE W MPOTPaMMHBIE CPEACTBA,

CpPEeICTBA M MEpbl 3allUThl HH(POPMALMHU JIOJDKHBI OBbITh pEANTM30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUSI HAYKU U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUKH
3peHus JTOCTHXKEHHS 3aJJaHHOTO YPOBHSI 0€30MacHOCTH MH(POPMALUU U JIOJKHBI
COOTBETCTBOBATh YCTaHOBJIEHHbIM HOpPMaM M TpeOOBaHUSAM IO OE30MACHOCTH
I11H.

C3IIdH nomxHa ObITh OPUEHTHPOBAHA HA PELICHUS, BO3MOXXHBIE PUCKH IS
KOTOPBIX M MEpPbl MPOTHBOJIEHUCTBHUS 3THM PHCKaM MPOLUIM BCECTOPOHHIO
TEOPETUUYECKYIO U MPAKTHYECKYIO MPOBEPKY.

Cneunanu3anus v npogeccuoHaIu3M
[Ipeanonaraer mpuBiedYeHHE K pa3pabOTKEe CPEACTB M pealu3alud Mep

3alUThl  MH(QOpMAIIMK  CHENUAM3UPOBAHHBIX  OpraHu3aluii, Haubolee
MOJMOTOBJICHHBIX K KOHKPETHOMY BHIY JIEATEIBHOCTH TIO 00ECIEeYeHUIO
6e3onacHoctu [1/IH, UMEOMUX ONBIT MPAKTUYECKONW PabOThl U TOCYAapCTBEHHYIO
JUIEH3UI0O Ha TMpaBO OKazaHusi yclIyr B JTod oOnactu. Peanuzarus
aIMUHHUCTPATHUBHBIX MEp MW OJKCIUIyaTalHs CpPEICTB  3alIUThl  JIOJHKHA
OCYUIECTBIATHCS MPO(PECCHOHATBEHO MOArOTOBICHHBIMU criennanuctamu JOVY.

00513aTeILHOCTH KOHTPOJIA
[Ipenanonaraer 00s3aTeNBPHOCTP W CBOCBPEMEHHOCTH  BBISBICHUS U

MNpeCCUCHUA IOIBITOK HApPYIICHUA  YCTAHOBJICHHBIX  ITPaBWII obecrieueHus

o0e3zonacHoctu II/lH Ha OCHOBE HCMOJB3YEMBIX CHCTEM M CPEACTB 3alUThI
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uHpoOpMalMu MpU  COBEPIICHCTBOBAHUU KPUTEPUEB U METOJOB  OLICHKHU
3 (HEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTponb 3a AesITeNbHOCTBIO JIIOOOr0 MOJB30BATENS, KAXKIOTO CpeacTBa
3alUTHl U B OTHOIIEHUU JII0OOOTO OOBEKTA 3alIUTHI JOJDKEH OCYIIECTBISATHCS Ha
OCHOBE NMPUMEHEHHUSI CPEJICTB ONEPATUBHOTO KOHTPOJS M PETUCTPAIMU U JOJHKECH
OXBaThIBaTh KaK HECAHKI[MOHUPOBAHHBIE, TAK M CAHKIIMOHUPOBAHHBIC IECHCTBUS

OJIL30BATEJIEN.



30

6. Mepsbl, MeTOABI M CpeAcTBa 00ecnedeHus: TpedyeMoro ypoBHs
3AIMIEHHOCTH

O6ecrieueHue TpeOyeMOro ypoBHsI 3aIIUILIEHHOCTH JOJKHOCTH JTOCTUTAThCS
C UCIOJIb30BAaHUEM MeEp, METOJIOB U CpeACTB Oe3zomacHOCTH. Bce Mepsl

obecnieuenus 6ezonacHoctr UCIIJIH nonpasaensrorces Ha:

3aKOHO/IATeNIbHbIE (IPABOBBIC);

- MOPAJIbHO-3TUYECKUE;

- OpraHu3alMOHHbIE (AIMUHUCTPATUBHBIE);
- (¢usuYecKue;

- TEXHUYECKHUE (anmapaTHbie U MPOrPaMMHEIE).

3akoHoAaTeIbHbIE (IPAaBOBbIE) MePbI 3ALIUThI
K mpaBoBeIM Mepam 3alIUTBl OTHOCATCS JECUCTBYIOLIME B CTPAHE 3aKOHBI,

yKa3bl 1 HOPMATHBHBIC aKThI, periiaMEHTUPYIONINE mpaBmia obpameHus ¢ [1J]H,
3aKPETUISIONINE TIpaBa U 00S13aHHOCTH YYaCTHUKOB MH(OPMAITMOHHBIX OTHOIICHUI
B TIpoliecce ee OOpabOTKM ¢ UCIOJIb30BAHUS, a TaK)Ke YCTaHABIMBAIOIIHNEC
OTBETCTBEHHOCTh 3a HAPYIICHHWS OSTUX IMPaBWI, NPEMIATCTBYS TEM CaMbIM
HEMPaBOMEPHOMY HCTOJb30BaHmMi0 [IJ[H W sBistomuecs CACPKUBAIOITIM
(bakTOpOM JJIsl TOTEHITUAIBHBIX HAPYIITHTEIICH.

[IpaBoBbIC Mephl  3alIUTBI HOCAT B  OCHOBHOM  YIPEKIAIOUIUH,
mpo(UIIaKTHYECKUI XapaKkTep U TPeOyIOT MOCTOSHHON Pa3bsiCHUTEIBLHON pabOTHI C
TIOJTb30BATEIISIMHA U OOCITYKUBAIOLITM TIEPCOHATIOM CHCTEMBI.

MOpaHLHO-C)TI/I‘leCKI/Ie MEPbI 3allIUTbI
K MOPAJIBHO-3THYCCKNM MCpaM OTHOCATCA HOPMbBI INOBCACHM:A, KOTOPBIC

TPAOULIMOHHO CJIOKUJIMCh WM CKJIAJIBIBAIOTCA MO Mepe pacnpocTtpaHeHus OBM B
CTpaHe WM O0OmecTBe. OTH HOPMBI OOJBIIEH YacCThlO HE SIBISIIOTCSA
00s3aTeNIbHBIMUA, KaK 3aKOHOJATEIbHO YTBEP)KJIEHHbIE HOPMATHUBHBIC AaKThI,
OJIHAKO, UX HECOOJIIOJICHHE BEAET OOBIYHO K MMAJICHUIO aBTOPUTETA, MPECTHXKa

YCJIOBCKA, I'PYHIILI JIUI[ UJIW OpTraHU3alnu. MOpaHBHO—BTI/IquKI/IC HOPMBI OBIBAIOT
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KaK HelucaHble (Harmpumep, o01enpru3HaHHble HOPMbI YECTHOCTH, MMATPUOTU3MA U
T.I.), TaK U MHUCaAHbIE, TO €CTh O(OPMIICHHbIE B HEKOTOPBIM CBOJ (YCTaB) IpaBUI
WU TIPEIITUCAHNM.

MopanbHO-3THUYECKHE MEpPbl 3aIUTHl SBIAIOTCS MNPOPUIAKTUUECKUMU U
TpeOyIOT MOCTOSIHHOM paboThl MO CO3/IaHUIO 3JI0POBOTO MOPAJIBHOrO KJIMMara B
KOJUIEKTHBAX IMOApa3AeiaeHnid. MOpalbHO-ITUYECKUE MEPBI 3alIUThl CHHUKAIOT

BCPOATHOCTh BOSHHMKHOBCHHA HCTATHBHBIX ,HCIZCTBH?I CBA3aHHBIX C YCJIIOBCUYCCKHUM

(haxkTopoMm.
Oprann3zanuoHHbie (AAMUHUCTPATUBHbIE) MEPbI 3AIUTHI
OpranuzanioHHbie (aMUHUCTPATUBHBIC) MEPhI 3aIIUTHl - 3TO MEPHI
OpraHU3aIMOHHOTO xXapakrepa, perjlaMeHTHUPYIOIIHE IPOLIECCHI

¢dbyukiuonupoBanusa MCII/IH, ucnionszoBanue pecypcoB MCIIIH, nesarenbHOCTD
00CITy’KHUBAIOIIETO MepcoHaia, a TaKXke MOPSAI0K B3aUMOJEHCTBUS MOJIb30BaTENEH
¢ UCIIdn Ttakum oOpa3oM, 4ToObl B HAMOOJBIIEH CTENEHH 3aTPyAHUTH HIIU
UCKJTIOYUTh BO3MOKHOCTh peaji3alii yrpo3 0€30MacHOCTU UM CHU3HUTH pa3Mep
MOTEPH B CIydae UX peaanu3aluu.

['maBHast 1enb aIMUHUCTPATHBHBIX Mep — cdopmupoBaTh [loauTuky
uHpopmanmonHo Oe3omacHoctd IIJIH (OTpakamollyr0 MOAXOIbI K 3allUTe
uHbopMaluu) U 00eCreYUTh €€ BBIMOJIHEHUE, BRIICISISI HEOOX0IUMbIE PECYPCHI U
KOHTPOJIUPYSL COCTOSIHUE JIEIT.

Peanmuzanus [lonutuku undopmanmonnoit 6ezonacuoctu [11n B UCII/IH
COCTOSIT U3 MEP aIMUHUCTPATUBHOTO YPOBHS U OPTraHU3AIIMOHHBIX (TPOIIEAYPHBIX )
Mep 3alUThl HHQOpPMAIUH.

K agMuHUCTpaTUBHOMY YpPOBHIO OTHOCATCS PEIIEHUSI PYKOBOJICTBA,
3aTparuBaromue aeareabHocTh UCII/IH B nenoM. OTH pelleHus: 3aKpervisioTes B
[Tonutuke mHpopmanmoHHOW Oe3omnacHOCTH. [IpumepoM TakuxX pemeHud MOryT

OBITh:
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OPUHATHE pElIeHHs 0 ((OPMUPOBAHUM WIIM TIEPECMOTPE KOMILIEKCHOM
nporpamMmmbl  oOecnieuenus  6e3omacHoctu  I1/[H, ompenenenue
OTBETCTBEHHBIX 3a €€ pealn3aluio;

dbopMmynupoBaHMe ~ LieNied, TIOCTaHOBKA  3ajay, OIpeleseHue
HaIpaBJICHUN AesITeNbHOCTH B 00sactu 6e3onacHoctu [1/1H;
OPUHATHE PELIEHUH IO BONpOCaM pealu3alud M[porpamMMmbl
0e30MacHOCTH, KOTOpPbIE paccMaTpuBaroTcs Ha ypoBHe IOV B nenom;
obecrieueHUEe  HOpMATHBHOM  (MpaBoOBOM)  0a3bl  BOMPOCOB

0€30ITaCHOCTH | T.II.

[Tonutrka BEpXHEro ypOBHS JOJKHA YETKO OYEPTUTH cepy BIHUSHUS U

OTpaHUYEHUsI TIpU OMpeesieHuu 1enei 6ezonacHoctu [1/IH, onpenenutrh KakKuMu

pecypcamu (MaTepHalibHbIE, TIEpPCOHAT) OHU OYyIyT JOCTHUTHYTHI U HaWTH

pa3yMHBIIl KOMIPOMHCC MEXIy HpPHUEMIIEMbIM YypOBHEM O€30MacCHOCTH U

dbynkuuonansHOCTHIO UCTI/IH.

Ha oprann3anvioHHOM ypOBHE OIpENENATCS NPOUEAYypPhl U IMpaBUIIA

JOCTHXKEHUS Liesied u pemenus 3a1ad [lonutuku nHpopMaliMoHHON 6€3011aCHOCTH

[1/TH. OTH npaBuiIa ONPENEISAIOT:

KakoBa 00J1acTh NPUMEHEHHs NOJUTUKH Oe3onacHocTH 11]1H;

KaKOBBI pPOJIM M OOA3aHHOCTH JIOJKHOCTHBIX JIMI[, OTBEYAIOLIUE 32
poBeieHHEe MONUTUKU Oe3omacHocTr [1/1H, a Tak ke uX yCTaHOBUTh
OTBETCTBEHHOCTD;

KTO UMeeT npasa pocrymna K [1/1H;

KaKMMH MEpaMu U cpeicTBaMu oOecnieunBaeTcs 3anmuTa [1/1H;
KaKUMH MEpaMH U CpeICTBaAaMHU OO0ECIeYMBACTCS KOHTPOJb 3a

CO6JHOI[CHI/ICM BBCJICHHOI'O pCKHUMaA 0e3011aCHOCTH.

OpFaHI/ISaHI/IOHHBIG MCPBI JOJI’KHBI:
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npeaycMaTpuBaTh — PErjlaMeHT  HMH(POPMAIIMOHHBIX  OTHOILICHUM,
VCKJITIOYAOIINX BO3MOXXHOCTh HECAHKIMOHUPOBAHHBIX JIEMCTBUN B
OTHOIIIEHUH OOBEKTOB 3AIUTHI;

ONPEAETATh KOATUIUOHHBIE U MEPAPXUUYECKUE MPUHIUIIBI U METOBI
pasrpannyeHus gocrtyna K [1/1x;

ONpeNeNsaTh MOPSAOK pabOThl ¢ MPOrPaMMHO-MAaTEMAaTUYECKUMH U
TEXHUYECKUMU (aImapaTHbie) CPEACTBAMH 3aIUTHl U KPUMTO3AITUTHI
U JIPYTHUX 3alUTHBIX MEXAHU3MOB;

oprann3oBath Mepbl mnpotuBogeicTeus HC/[ mosb3oBarensiMu Ha
JTanax ayTeHTU(DUKALINH, aBTOpU3ALINH, uaeHTuGUKaImy,
00ecrneunBaOIIMX TapaHTUM pean3allii MpaB U OTBETCTBEHHOCTH

cyOBeKTOB MHPOPMAIIMOHHBIX OTHOIIIEHUH.

OpFaHI/ISaLII/IOHHLIe MCPbI JOJIKHBI COCTOATD HU3:

pernamenTa goctyna B nomemeHus UCIIH;

MOPSIAOK JTOMyCKa COTPYAHUKOB K HcnoJib3oBaHuo pecypcoB UCII/x
HOY;

periiaMeHTa IMpPOIECCOB BeACHMs 0a3 JaHHBIX M OCYIIECTBICHUS
Moau(pUKaIMKA UHPOPMAIIMOHHBIX PECYPCOB;

periiaMeHTa  MpOIEeCcCCOB  OOCIYXMBAaHMSI M OCYIIECTBIICHMS
MOAM(UKALIMU aNMapaTHRIX U IporpaMMHbIxX pecypcoB MCII/IH;
uHCcTpykuui mosb3oBateneit MCIIJIn (apmunuctpatopa WCIIH,
aJIMUHHUCTpaTopa Oe3onacHocTH, onepatopa UCIIIn);

MHCTPYKIMSI TIOJIb30BATENsl TMPU BO3HUKHOBEHMM BHEIITATHBIX
CUTYAIUH.

WHCTPYKIIUS 110 Pa3MEIIECHUI0, 000PYAOBAHUIO U OXPaHe MOMEIIECHUH,

rac XpaHAaTcCia ICPCOHAIBHBIC JAHHBIC, II0 XPAaHCHHIO IICPCOHAJIBHBIX
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JAHHBIX Ha OYMa)KHBIX HOCHUTEJISIX U MOPSAKY pabOThl HCTIOJIHUTEIIEH

C IICPCOHAJIBHBIMU JNAHHBIMU Ha 6YM2DKHI>IX HOCHUTCIIAX I/IH(bOpMaIII/II/I.

dusnueckune MEPLbI 3A1IIMThI
dusznueckue MCPBI 3allMTLEI OCHOBAHbBI Ha IPHMCHCHHUKU PpasHOro pozaa

MEXaHMYECKHUX, AJIEKTPO- WU JJIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB H
COOpPYKEHUH, CIEHHAIBHO TMPEJIHA3HAYEHHBIX JUIS CO3JaHUs  (PU3MUECKUX
MPENSITCTBUI Ha BO3MOKHBIX MyTSAX MPOHUKHOBEHUS M JIOCTYIA MOTEHIIMATBHBIX
HapyIIUTEIeH K KOMIOHEHTaM CHCTEMbl W 3alluIaeMoil MH(OpMAIUU, a TaKxKe
TEXHUYECKUX CPEJICTB BHU3YaJIbHOTO HAONIOJCHUS, CBSI3M W OXpPaHHOMU
CUTHAIU3AIHU.

dusnyeckas 3amMTa 3aHANW, TIOMEIICHW, OOBEKTOB U  CPENCTB
uH(opMaTU3aUU JIOJKHA OCYIIECTBIISITHCS yTeM YCTaHOBJICHUS
COOTBETCTBYIOIIUX IMOCTOB OXPAaHbI, C MOMOIIbIO TEXHUYECKUX CPEICTB OXPaHbI
WM JIIOOBIMH JPYTHMH CIIOCOOAMHU, TPEAOTBPAIIAIONIUMUA HJIN CYIIECTBEHHO
3aTPYAHSIONIMMHA TPOHUKHOBEHUE B 3JaHHUE, MOMEUICHUS IOCTOPOHHMX JIHII,
XHUICHHEe WHGOPMAIIMOHHBIX HOCHTEIICH, CaMHX CpPEJICTB HH(POpPMaTH3AINH,
HCKJIIOYAIOIIMMH HAaXOXKJICHUE BHYTPU KOHTPOJHMPYEMOH (OXpaHsSeMOi) 30HbI

TCXHUYCCKUX CPCIACTB Pa3BCAKH.

AnmnapatHo-nporpaMMHbie cpeactsa 3amuTol I1/{n
TexHnueckne (anmapaTHO-NPOrpaMMHBIE) MeEphl 3aIMTBl OCHOBAHBI Ha

WCITOJIb30BAaHUU PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOMCTB M CHELUAIBHBIX ITPOrpamw,
BxosamuXx B coctaB MCIIJIH 1 BBIOTHSIOMNX (CaMOCTOSTEIIBHO HJIM B KOMILJICKCE
C IPYTMMU CpeACTBaMM) (PYHKIMH 3aIUTHI (MACHTH(PUKALNIO U ayTEHTU(UKALUIO
[OJIb30BaTENIEH, pa3rpaHUYEHUE JIOCTylla K pecypcaM, PETUCTPALUI0 COOBITUH,

Kpunrorpadguyeckoe 3aKpbiTue nHGOpMaUu U T.11.).
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C yuerom Bcex TpeOOBaHMI U MPUHLIUIIOB oOecnieueHus: Oe3omacHocTH [1/{H

B I/ICHJ_IH II0 BCEM HAITPAaBJICHUAM 3alIUTBI B COCTAB CUCTCEMBI 3allIUTHI JOJIKHBI

OBITH BKJIFOUEHBI CIIEYIONINE CPEJICTBA:

cpeacTBa wuaAcHTU(HUKAIUK (OMO3HABaHWS) W ayTCHTU(HUKAIUH
(moATBEPIKICHHS TTONIMHHOCTH ) TTosib3oBaTeneit UCITH;

CpeacTBa pasrpaHuyYCHUsI J0CTyTa 3apEeTUCTPUPOBAHHBIX
noibp3oBaresient cucremsl k pecypcam UCIIn JIOY;

cpelncTBa OOECIEUYEeHHs] M KOHTPOJISI 1EIOCTHOCTU MPOTPAaMMHBIX U
HH(POPMAITMOHHBIX PECYPCOB;

CpeACTBAa OINEPATHUBHOIO KOHTPOJISI W PETUCTPAllUU  COOBITHUIMA
0Ce30MmacHOCTH;

Kpunrorpadpuyeckue cpeacTna 3amuTsl [1/]H.

YcnemHoe MNPUMCHCHHUC TCXHHYCCKUX CPCACTB 3alllUTbl HAa OCHOBAHHUH

NPUHIMIOB (pa3fen 5) MpearnosiaraeT, YTo BHIITOJHEHHE NMEPEUUCICHHBIX HIDKE

TpebOBaHMI 00ECreYeHO OpraHU3aIlMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpaMU U

HCIIOJIb3yCMbIMHU (1)H3H‘{€CKI/IMI/I CpCACTBAMU 3allIUTHI:

obecrieueHa (puzmdeckas 1ea0cTHOCTh Beex kommoreHT MCII/Ix;
KOKIbIA  coTpyaHuk  (monws3oBatens MCII[IH) wnm  rpynma
MOJIb30BATENIE UMEET YHUKAIbHOE CHUCTEMHOE MMSI U MUHUMAJIBHO
HEOOXOJUMbIE JUIsl BBIMOJHEHUS KM CBOMX (DYHKIIMOHAJIBHBIX
00s13aHHOCTEN MOJIHOMOYUS 10 JOCTYITY K pecypcaM CUCTEMBI;

B UCIIn IOV pa3paboTka 1 0TJIajKa MpOrpaMM OCYIIIECTBIIIECTCS 3a
npenenamu MCII/IH, HAa UCTIBITATENBHBIX CTEHIAX;

BCE U3MEHEHUSI KOH(PUTYpallMM TEXHUYECKUX U MPOrPAMMHBIX
cpeactB MCII[IH npou3BOASTCA CTPOrO YCTAHOBICHHBIM IMOPSIKOM
(perucTpupyroTcss W KOHTPOJUPYIOTCS) TOJIBKO Ha OCHOBaHUHU

pacnopsbkenui pykoBojacrtsa J10OY;
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CETEBOE o0opyoBaHuE (KOHILIEHTPATOPHI, KOMMYTaTOpBI,
MapIIpyTU3aTOPHI U T.I1.) PACIOIATaeTCsd B MECTAaX, HEAOCTYIHBIX TS
MOCTOPOHHHUX (CMEeMAIBHBIX TTOMEIIEHUSX, Kadax, v T.11.);

ciennancramu JIOY ocymiecTBisieTcss HENPEPhIBHOE YIPABICHUE U
aIMUHUCTPAaTUBHAs  NOAJEPXKKa  (PYHKIHMOHUPOBAHUSA  CPEACTB

3alIUTHEI.
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7. Konrpous 3¢pdpexrusnoctu C3I1H

Kontpons asddexkruBrnoctn  C3II[lH  10DKeH  OCYIIECTBISICTCS  HaA
nepuoauyeckod  ocHoBe. Llenpto  KOHTpods  APPEKTUBHOCTU  SIBISIETCS
CBOEBPEMEHHOE  BBISBICHHE HEHa[Iexamux pexumoB pabotel  C3IIH
(oTKIIOUEHUE CpEICTB 3aIUTHI, HapylIeHHUe PEKUMOB 3aIUTHI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHHE peXuMa 3aluThl W T.0.), a TakK
MIPOrHO3UPOBAHUE W TPEBEHTUBHOE pEarupoBaHME HAa HOBBIE  YIPO3bl
oe3omacHoctr I1/1H.

KoHTpons MOXET TpOBOAUTHCA Kak aJIMUHUCTpPATOpaMu OE€30MaCHOCTH
UCTIIln  (omepaTUBHBI  KOHTPOJAbL B  Tporecce  HUHPOPMAIMOHHOTO
B3aumojiericteuss B MCII[IH), Tak © TpUBIEKAaeMbIMH JUIsl OJTOW ILEIU
KOMIETEHTHBIMUA  OpraHW3alusMH, HWMEIOIMMH JIMIEH3UI0 Ha J3TOT BHUJ
nearenbHocTd, a Takke PCTIK Poccum m ®@Cb Poccum B mpenmenax Hx
KOMITCTCHITHH.

KoHTpoIb MOXKET OCYIMIECTBIATHCS aJIMUHUCTPATOPOM O€30MacHOCTH Kak ¢
MOMOIIBIO IITAaTHBIX CPEACTB CHUCTEMbl 3amuThl II/[H, Tak W ¢ MOMOIIbBIO
CIIEUATIBHBIX TPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka 3¢ dpexkTuBHOCTH Mep 3amuThl [1/{H TpOBOAUTCS ¢ UCIIONIB30BAHUEM
TEXHUYECKUX U TPOrPAMMHBIX CPEACTB KOHTPOJS Ha MpPEeAMET COOTBETCTBUS

YCTaHOBJICHHBIM Tpe6OBaHI/I$IM.
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8. Cdepsl oTBeTCcTBEeHHOCTH 32 Oe3omacHOCTh I1/{H

OTBETCTBEHHBIM 3a Pa3padOTKy Mep M KOHTPOJb Haja obOecredeHueM
0e30MacHOCTH  TMEPCOHANBHBIX  JIAHHBIX  sBIsieTCs  pykoBojactBo  JIOV.
PykoBoauTenb MOXKET JeNerupoBaTh YacTh IOJHOMOYUN IO OOECIEeUYEeHUIO
0€30MacHOCTH MTePCOHAIBHBIX TAHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOJMWTENS  BKJIIOYACT  CIEAYIOIIHE
HarpaBJieHus obecnieueHus: 6ezonacHoctu [1]1H:

- IlnanupoBaHue W peanu3aiusi Mep MO OOECIeYeHUI0 0e30MacHOCTH
1T Tn;

- Amnanus yrpo3 6e3onacnoctu [1/1H;

- Pa3paboTky, BHeApeHHE, KOHTPOJIb HUCIOIHEHUS U MOJACpKaHUE B
aKTyaJbHOM  COCTOSIHUM  TIOJIUTHK, PYKOBOJCTB,  KOHIEIIINM,
poLeayp, PErIAMEHTOB, MHCTPYKIIMM U JPYTHUX OpPraHU3allMOHHBIX
JIOKYMEHTOB MO 00eCIeueHnI0 Oe30MacHOCTH;

- OOyuenne u undopmupoBanue nosb3oBareneid UCIIH, o mopsiake
pabotsi ¢ [1/IH 1 cpencTBamMu 3aIUTHI;

- IlpenorBpaiiieHue, BBHISBICHHE, pEarupoBaHHE U paccieoBaHUE
HapyuieHui 6ezonacuoctu [1]1H.

[Ipu B3anMOAEUCTBUU CO CTOPOHHMMM OpPraHM3alUsIMU B CIydasiX, KOTJa
COTPYJIHUKAM ATUX OpraHU3alui MPEeJOCTaBISETCS JOCTYN K OOBEKTaM 3alUThI
(pazgen 3), ¢ ’TUMU OpraHU3ALUSIMU JOKHO OBITh 3aKkitoueHo «CorjamieHue o
KoH(puaeHIMaTpHOCTH», JMO0  «CorjameHue o  COONIOACHUU — peXHMa
oesonacHoctu [/l npu BeimoaHeHun padotr B MCII/Ia». [ToaroroBka THUITOBBIX

BApUAHTOB 3THX COTJIAIEHUI ocyliecTBisieTcst opuctamu Aszosckoro PainOO.
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9. Mopeuab HapyIuTeJ s 0€30IaCHOCTH

[Ton napymmrenem B JIOY mnoHumaercss JUIO, KOTOPOE B pe3yJbTare
YMBILIUIEHHBIX WM HEYMBIIIJICHHBIX JACUCTBUNA MOXKET HaHECTU yIIepd oObeKTam
3aINTBHI.

Bce napymnrenu nensarcs Ha IBE TPYIIIbL:

- BHEIIHUE HapylmUTenu — (U3WYECKUE JMIa, HE HMEIOIIHUe IpaBa
npeObIBaHMsI HAa TEPPUTOPUU KOHTPOJUPYEMOM 30HBI, B Ipenenax
KoTopoit pasmemaercs oobopynoBanue MCII/H, a Tak ke XpaHATCA
[TI1 Ha GyMaXHBIX HOCUTEISX;

- BHYTPEHHUE HApyIIUTENU — (PU3NYECKHUE JIUIA, HMEIOUIUE IPaBo
npeObIBaHUS Ha TEPPUTOPUU KOHTPOJIUPYEMOHM 30HBI, B Mpeaenax
KoTopoi pasmemiaercss obopymoBanne MCII/IH, a Tak ke XxpaHsATCS
[1/11 Ha OyMaXHBIX HOCUTEJISX.

Knaccudukanuss  Hapymurtened  mpejactaBieHa B Moxenu  yrpo3

0e301acCHOCTH INICPCOHAJIbHBIX JAHHBIX.
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10. Moageanb yrpo3 0e30macHOCTH

Hnsa UCITAa JOY BbLAEHSAIOTCS CHEAYIOIIME OCHOBHBIE KATETOPUH YIPO3

0e301acHOCTH IICPCOHAJIbHBIX TAHHBIX:

YTpo3sl OT yTEYKHU 10 TEXHUYECKUM KaHaJIaM.

VYTpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K HH(POPMALIMH.

Yrpo3sl yHUUTOKEHUS, XUlleHus anmnapatHeix cpeacts MCIIIH HocuTene
uHbopMaluu myteM ¢puznyeckoro noctymna k anementam UCIH.

VYrpo3bl  XUIEHUs,  HECAaHKIMOHUPOBAHHOM  MOAMPUKALMM WU
OJIOKMpOBaHUsI MH(OpPMAUMU 3a CYET HECAaHKIMOHHWPOBAHHOIO JOCTYyMa
(HCH) c npumeHeHueM nporpaMMHO-annapaTHbIX U IPOrPaMMHBIX CPEICTB
(B TOM 4Hci€e MPOrpaMMHO-MATEMATUYECKUX BO3JICHCTBUI).

Yrpo3sl HE NpPEAHAMEPEHHBIX JICUCTBUU MOJIL30BATEIEH W HAPYLICHUU
oe3onacnoctu (yukuuonupoBanust UCIT/In u C3I1/Iln B ee coctaBe u3-3a
cOoeB B MPOrpaMMHOM OOECIEUEHUH, a TAKXKE OT YIrPpO3 HEAHTPOIIOI€HHOI'O
(cOoeB  ammapaTypbl  M3-3a  HEHAJIEKHOCTH  DJIEMEHTOB,  CcOOEB
ANEKTPONUTAHUS) U CTUXUUHOTO (yAapOB MOJHUH, MOXKAPOB, HABOJHEHUHN U
T.I1.) XapakTepa.

YTrpo3sl NpeTHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYLIUTENCH.

prOSBI HCCAHKIIMOHUPOBAHHOTO AOCTYIIA I10 KaHaJlaM CBs3U.

Onucanue YIrpo3, BEPOATHOCThb UX pCain3allii, OIIACHOCTb U dKTYAJIbHOCTb

MMpCACTAaBJICHbBI B ((MOI[GJII/I yrpos 0e30IMacHOCTH ICPCOHAJIbHBIX JaHHBIX B

NCIT .
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11. Mexanusm peanusanuu Ilosioxkenns

Peanuzanusa  IlomoxxkeHuss  JOMKHA ~ OCYLIECTBIITBCS  HA  OCHOBE
MEPCIIEKTUBHBIX MPOTPaMM U IIJIAHOB, KOTOPBIE COCTABJISIIOTCS HA OCHOBAHUHU U BO
HCIIOJTHCHHE:

- (QenepanbHBIX 3aKOHOB B 00OylacTh obOecrieueHuss MHGOPMAIMOHHON
0€301acCHOCTH U 3aIUThl HHPOPMAITUH;

- nocrtadoBieHur [IpaBurenscTBa Poccuiickoit @enepannu;

- PYKOBOJSIIUX, OpraHu3alMOHHO-PACTIOPSIANTEIbHBIX u
Mertoguyecknx TokyMmeHToB @CTOK Poccum;

- mnorpebnocreit MCIIJIlH B cpeacrBax obecrneueHus O€30MacHOCTH

uHpopManmm.
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12. HOpH}]OK paﬁon C MEPCOHAIBHBIMHU TAaHHBIMH COTPYIHHUKOB

Oo6s13anHOCTH padoToaarest

B uensx ucnonnenust TpeboBaHui 3akoHojaTenbcTBa P® npu obGpaboTke
MEPCOHANBHBIX JaHHBIX, BCE PAOOTHHUKU YUYPEKICHUS JOJKHBI HCIIOTHSITH
YCTaHOBJICHHBIN TIOPAIOK PaOOTHI:

PabGoTta ¢ mepcoHanbHBIMU JaHHBIMM PaOOTHHKOB JOJDKHA HE HapyIllaTh
TpeboBaHMii 3akoHOAaTeNbcTBa P® ©  JOKaTbHBIX HOPMATHUBHBIX  aKTOB
OpraHu3alliy, U J0JKHA ObITh HETIOCPEACTBEHHO CBSI3aHA C OCYILECTBIECHUEM UMHU
CBOUX TPYJIOBBIX (YHKIIUH.

[Ipu cOope u 006paboTke MepcoHAIBHBIX JaHHBIX pabOTHHKA paboToaaTEh
JloikeH pykoBoacTBoBarbcsi Konctutyumenn PO, TpynoBeim koaekcom PD u
WHBIMU (eiepaTbHBIMU 3aKOHAMH.

[lepconanbHble J1laHHbIE PAOOTHUKOB JOJDKHBI OBITH TIONYYEHBI TOJIBKO
HEMOCPEJCTBEHHO y Hero. Ecnu s o0paboTKu €ro NaHHBIX WM UX MOJTYYEHUS
MPUBJIEKAETCA TPETbHU JIMIA, TO PAOOTHUK JOJDKEH JaTh IPEeABAPUTEIBLHOE
MUCbMEHHOE corjacue Ha 23To. OJIHOBpEeMEHHO pabOTHUK JOJDKEH OBITh
YBEJIOMIIEH O 1eJsIX cOopa MH(pOpMaIMi, UCTOUYHHUKAX €€ IMOJyYeHHs], a TaKXKe O
MOCIIE/ICTBUAX OTKa3a OT TMPEJOCTABICHUS MUCBMEHHOTO Ccorjlacus Ha cOop
uHbOpMALIIH.

[lepconanbHble MaHHBIE PAOOTHUKA O €r0 MOJUTUYECKUX, PEITUTHO3HBIX U
UHBIX YOEXKICHUSX, YACTHOM >KHU3HH, a TaKKe YJICHCTBE B OOIIECTBEHHBIX WU
PO(PCOIO3HBIX OpraHU3alUgX HE MOAJIekaT cOOpy OpraHu3aluei, eciii MHOE He
IIPEAYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TEepCOHAJIBHBIX JaHHBIX paOOTHHKA JODKHA OO0ecredynBaThCs
MOJIHOCTBIO 32 CUET paboToAaTeIs.

VYupexxaenue npu npueMe Ha paboTy, a TaKkKe MpH JHOOBIX M3MEHEHHUIX
npaBuil pabOThl C NMEPCOHAIBHBIMU JTaHHBIMU 00SI3aHO MUCHBMEHHO 3HAKOMHTH C

HUMU BCEX PAaOOTHUKOB.
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VYupexxaeHue He UMEET MPaBo MPUHYKAATh PAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alIUTY IICPCOHAJIBHBIX JdHHBIX.

Oo6s13aHHOCTH pa0OTHUKA
PabGoTHuK 00s13aH:
[lepematp paboTomaTento BCe TMEPCOHANBHBIC JaHHBIC, YKa3aHHbIE B
COOTBETCTBYIOIIUX JTOKYMEHTAX.
B ycraHoBieHHBI TpaBWIaMH CpPOK cooOImaTth padoTojmarento 00

HU3MCHCHHUHN CBOUX IICPCOHATIBbHBIX TaAHHBIX.

Ilepenaya nepcoHaNbHBIX JAHHBIX

[Ipn ocymiecTBICHUN TIEpenadyu TEePCOHATBHBIX JTaHHBIX PaOOTHHKOB
TPETHUM JIMIIAM pabOTOIATENh O00s3aH:

HE COoOOmaTh TEepPCOHANbHBIE JaHHble 0€3 TOJIYYEeHHOTO MHCHMEHHOTO
cornacusi pabOTHUKA, KPOME CIydaeB, KOT/Ia Takue OOSI3aHHOCTH YCTaHOBJICHBI
3aKOHO/IaTeIHCTBOM;

HE TepenaBaTh NEPCOHAIbHBIC JaHHBIC PAaOOTHUKA IS WCIIOJIB30BAaHUS B
KOMMEPYECKUX TIEIISIX;

TpeOOBaTh OT TPETHUX JIMI] COOJIO/ICHUS TTPaBUI PabOThI ¢ MEPCOHATBHBIMHU
JaHHBIMH, a TakKe  TMPEAOCTaBICHUS  IMMHUCHbMEHHOTO  TOJATBEP KICHUS
WCIIOJIb30BAHUSI ~ TIEPCOHAIBHBIX JIAHHBIX B TOPSJAKE, MPEAYyCMOTPEHHBIX
HACTOSIIIMM ITOJI0KEHHUEM O 3alTUTE TIEPCOHATBHBIX JaHHBIX;

JaBaTh JIOCTYN K TEPCOHAIBHBIM JIAHHBIM TOJIBKO JIMIIAM, WMEIOIIUM
COOTBETCTBYIOIIMK JIOMMYCK ¥ WCHOJB3YIOMIMX WX TOJBKO JUISI BBIMIOJTHEHUS

KOHKPCTHBIX HOHHOMOqHﬁ;
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HE ucTpeOoBaTh HMHPOPMALMIO O COCTOSIHUM 3J0pOBbS paOOTHHKA, 3a
UCKJIIOYEHUEM JaHHBIX, KOTOPbIE MOTYT IMOBJIMUATh Ha HCIOJIHEHHE PabOTHUKOM

CBOUX TPYJIOBBIX 00s3aHHOCTEH.

3amnTa NMEPCOHAJIBbHBIX JaHHBIX paﬁoTHnKa

B pamkax peamuszanuyd TYHKTOB HacTosmiero llojoxkeHuss o 3ammre
MEPCOHANBHBIX JaHHBIX pA0OTHUKOB, PYKOBOAUTENh YUPEKIACHHS U3AA€T MPHUKA3 O
Ha3HAYEHWM JIMIA, OTBETCTBEHHOIO 3a COOJIOJEHHE TMOopsjKka padoThl C
MePCOHATLHBIMH JTaHHBIMH PAOOTHUKOB, HA KOTOPOM JIEKaT BCe OOS3aHHOCTH TIO
o0ecredeHn 0 KOH(PHUIEHIIMAIBHOCTH TOJIYyYEHHBIX JAHHBIX, a TAKXKE OpraHU3aIlu
paboOThI C HUMH.

[lepenaua mHpOpPMAIIMN TPOUCXOAUT TOJIBKO B MMCBMEHHOM BHJE. 3ampoc
JO0JDKEeH OBITh C/ieJiaH B NMHCbMEHHOM BHUJE C YKa3aHHWEM BCEX PEKBU3HUTOB JIMIIA,
3anpamuBaroniero uHopmanuo. OTBET NOHKEH OBITH cliellaH Ha (PUPMEHHOM
OJIaHKe YUYpEXJIEHHUS U OTIpPaABIEH JUOO KypbEepPCKOH CIIy»KO0Oil, TMOO 3aKa3HbIM
UCHMOM.

Bce monyueHHbIe TIepCOHANBHBIE JaHHBIE JTOJDKHBI XPAaHUTHCS B MECTE,
MCKJIIOYAIOIIEeM HECaHKIMOHUPOBAHHBIX TOCTYI TPEThUX JIHII.

DNEeKTPOHHBIE HOCUTENM HMHQPOPMAIMM, JIOJDKHBI OBITh  3alUIIEHBI

KpUnTorpaguuecKuMH CpeCTBAMHU 3allUThl HH(OPMALIIH.

OTBeTCTBEHHOCTH 32 pa3rjamenne HHGoOpMauu, CBA3aHHOM ¢

MEPCOHAJIBbHBIMHA JaHHBIMHA paﬁoTHnKa

Jluna, mpu3HAHHBIE BUHOBHBIMU B HApyIICHUH TpeOOBAaHWUN HACTOSIIETO

ITonoxeHuss o 3aUTC TICPCOHAJIBHBIX AOAHHBIX pa6OTHI/IKOM IIPHUBJICKAIOTCA K
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JUCUUIUIMHAPHOW, aJIMHUHHMCTPATUBHOM, TIPAXKIAHCKO-IIPABOBOM MW YTOJOBHOM
OTBETCTBEHHOCTH, B IIOPSAJAKE IPEIyCMOTPEHHOM 3aKOHOAATENILCTBOM P®D

JIOKAJIbHBIMU HOPMATUBHBIMH aKTaMMU.
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13. Ilopsizok padoThI C NEPCOHATBLHBIMHU JAHHBIMHU 00CTYKHBAEMBbIX
rpaxaaH

IHopsiiok mostyuyeHusi 1 00PAOOTKH NMEPCOHATBHBIX TAHHBIX
00C1y:KHBaeMbIX I'PaKIaH

[Ton  oOpabGotkoit  II/lH  moHMMaeTcs  mMOJy4YeHHE,  XpaHEHHUe,
KOMOMHHMpOBaHHE, IMepenaya Wid JI000e APyroe HCIOIb30BAaHHE MEPCOHATIBHBIX
JTAHHBIX 00CTY>KUBAEMBIX TPaXKIaH.

Pabota ¢ nepcoHaJIbHBIMU JaHHBIMH OOCITY>KHBA€MBIX T'pa)KJaH JOJKHA HE
HapylaTh TpeboBaHUl 3akoHOAaTeNbcTBA PD U TOKAIIBHBIX HOPMATUBHBIX AKTOB
OpraHU3aluu.

Hcnonp30BaHue NEPCOHANBHBIX JAHHBIX BO3MOXHO TOJBKO B COOTBETCTBUH
C ULEJAMU, OIPEINCIMBIIMMH HUX NoOJydyeHue. IlepcoHanbHble JaHHBIE HE MOTYT
OBITh MCITIOJIB30BAHBI B IEJISIX MPUYNHEHUSI UMYIIECTBEHHOTO U MOPAJIBHOTO Bpeaa
rpakJaHaM, 3aTpyJHEHHs peaju3alud TpaB M cBoOOA rpaxkaaH Poccuiickoit
dhenepanum.

[Topsimox 00pabOTKK MEPCOHATBHBIX JTAHHBIX HAa OYMa)KHBIX MaTepUabHBIX
HOCHUTENISIX PErIaMEeHTUPOBaH «MHCTpyKnMen mno  XpaHEHUI0 NEPCOHAIBHBIX
JaHHBIX Ha OyMaXHBIX HOCHUTENSAX U TOPSAKY paldoThl UCHOJHUTENEH C
MEepCOHAIBHBIMU  JaHHBIMH HAa  OYMaXHBIX  HOCUTENSAX  HMHGPOpMAIUNy,
YTBEPKACHHOU PYKOBOJAUTEIIEM.

OO6paboTka MEPCOHAIBHBIX JTAHHBIX B ABTOMATH3UPOBAHHBIX
WH()OPMAITMOHHBIX CUCTEMaX OCYIIECTBIISICTCS HA OCHOBAHUY Psia YTBEPKICHHBIX
PYKOBOJUTENIEM WHCTPYKIIMH, PErIaMEHTHPYIONUX 00pabOTKy NepCOHATbHBIX

nanHbix B UCII/H.
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HOCTyH K MEPCOHAJTBbHBIM JaHHBIM

BuyTtpennuit goctyn (4ocTynm BHYTPUM OpraHU3alldd) OMpPEAeIIsIeTCs
MEPEYHEeM JIUIl, UMEIONUX JIOCTYN K MEePCOHAIBHBIM JAHHBIM OOCITY>KHBAEMbBIX
rpaXkJaH, ONPEAEIAECTCS MPUKA30M PYKOBOIUTENS.

Buemnuit goctym:

K umcmy MaccoBbIX TOTpeOMTENe TEpPCOHAIbHBIX JIAHHBIX  BHE
OpraHU3allid MOXHO OTHECTH TOCYJapCTBEHHbIE (YHKIIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBBIE HWHCIEKIMH, MPABOOXPAHUTEIBHBIE OpraHbl, OpPraHbl CTAaTUCTHUKH,
BOCHKOMAThI, OpTaHbl COIMAJIBHOTO CTPAaxOBaHUsS, TEHCUOHHBIE (OHIBI,
oApa3/ieJICHUs] MyHUIIUNIAIbHBIX OPTaHOB YIIPABJICHUS,

Han30pHO-KOHTPOJIBHBIE OpPTaHbl UMEIOT JOCTYN K MH(OpPMAIMU TOJIHKO B

chepe cBOEH KOMITCTCHITUH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTh CYObEeKTa EPCOHATBHBIX
JAHHBIX

3akperieHue npaB CyObeKTOB MEPCOHAIBHBIX JAHHBIX, PETIIAMEHTUPYIOLINX
3alllMTy €ro MEepCOHANbHBIX JaHHBIX, OOECIEUMBAET COXPAHHOCTH TOJHON H
TOYHON MH(GOPMAIIIH O HEM.

B mensx 3amuThl NEpCOHAIBHBIX JAHHBIX KOHTPAareHTbl  (3aKOHHBIE
MPEJCTABUTEIIN ) UMEIOT MPaBO:

- TpeOOBaTh MCKJIIOUEHHUS WM HCIPABIICHUS HEBEPHBIX WM HEIOJIHBIX
MEPCOHANIBHBIX JIaHHBIX, CBOOOAHBINA OECIJIATHBINA TOCTYN K CBOMM NEPCOHATBHBIM
JAHHBIM, BKJIIOYAas IIPAaBO Ha IOJIYYEHHE KONMU HOBOM 3aIlMCH, COJEpKalleh
[IEPCOHAJIBHBIC IaHHBIE;

- ONpEeNeNsITh CBOUX MPEJACTaBUTENEH ISl 3alUThl CBOUX MEPCOHATBHBIX

JAHHBIX HA COXPAHEHUE U 3aIUTY CBOEH JIMYHOW TANHBI.
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IIpaBa 00s13aHHOCTH U OTBETCTBEHHOCTH ONEPATOPA MEPCOHATbHBIX
JAHHBIX

[lepconanbHass OTBETCTBEHHOCTh - OJHO U3 TJIABHBIX TpeOOBaHUN K
opraHu3anuu (yHKIIMOHUPOBAHUSI CUCTEMBI 3aIIUTHI MEPCOHAITBHON MHGOPMAITIH
U 00s13aTeNibHOE yclioBUe obecrieueHrs YQPEKTUBHOCTH ITOM CUCTEMBI.

Opunnueckue u (Qusnueckue JMila, B COOTBETCTBUM CO CBOUMH
MOJTHOMOYHUSIMU BIIQJICIONIME O Tpa)KJaHax MOJIYYaIOIINE U HUCIOIb3YIOIIUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBMU C 3aKOHOJATENLCTBOM Poccuiickon
denepanuu  3a  HapyIIEHUE peXUMa  3allUThl, OO0padOTKM U  MOpsJKa
UCIIOJIb30BaHMs 3TOU MH(DOpMAIUK.

PykoBoauTtenb, paspemaroniuid  JA0CTYNl COTPYJHHUKAa K JOKYMEHTY,
coliepKalieMy TIEPCOHAIbHBIE CBEACHHUSI OOCITYXUBAa€MbIX TpaKJaH, HECET
NEPCOHAIBHYIO OTBETCTBEHHOCTbD 3a JIAHHOE pa3pellICHUE.

Kaxxaplii cOTpyAHUK OpraHu3alyy, MOJy4Yaroluid s padoThl JOKYMEHT,
COJIEp Kallliii MEePCOHAIbHBIE JIAaHHBIE HECET €IUHOJIMYHYI0 OTBETCTBEHHOCTH 3a
COXPAHHOCTb HOCUTEIIS ¥ KOH(UICHIINATHLHOCTh HH(DOPMAIIHUH.

Jlonyck K MepCcOHAIbHBIM JaHHBIM OOCTYKMBAE€MbIX TpaxjaH (3aKOHHBIX
NpelCcTaBUTENed)  JPYyrUX  COTPYIHUKOB  paboTojaTenis, HE  HUMEIOIUX
HaJyIeXKaIM o0pa3oM opOpMIIEHHOTO I0CTYIIA, 3alpeliaeTcs.

[lepenaua (0OMeH U T.11.) IEPCOHATBHBIX TAHHBIX MEXAY MOIPA3ICICHUSIMU
OCYILIECTBIISIETCS  TOJBKO MEXKIy COTPYJHHMKaMH, MWMEIOIIMMU JOCTYyIl K
MEePCOHAIBHBIM JaHHBIM 00CITYKUBAEMBbIX TpaXaaH.

3a HEWCHOJHEHWE WM HEHaJIeXkaIlee HCTIOJHEHHE PAaOOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HETO O0S3aHHOCTEH MO COOJIOJICHUIO YCTAHOBJICHHOTO
nopsiika padoThl CO CBEJACHUAMHU KOH(DUACHIIMATLHOTO XapakTepa padboTojaTeib
BIIpABE MPUMEHATh MpeaycMoTpeHHble TpynoBbiM KoaekcoMm AHMCIUIIIMHAPHBIE

B3BbICKAHHA.
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14. Oxupaemsblii 3¢dexT ot peanusanuu Iosoxenust

Peanmzanus [Tonoxenuns 6e3omacuoctu [11a B UCIT/IH mo3BOIHT:

OIICHUTH cocTosHue Oe3omacHoctu uMHGopmanmu WCIIJIH, BRISIBUTH
UCTOYHUKM BHYTPEHHUX M BHEIIHUX YIrpo3 HUHOOPMAIMOHHOU
0€30MacHOCTH, OTIPEICIIUTh MIPUOPUTETHBIC HaIlpaBJICHUS
NpeAOTBPAIICHUS, OTPAKEHUS U HEUTPATU3AIUU ITUX YTPO3;
pa3paboTaTth  pacHopsiAUTENbHbBIE W HOPMAaTHBHO-METOJAMYECKHE
JIOKYMEHTHI lipuMeHuTesbHo kK MCITH;

npoBectH knaccudukanuio u ceprudukanuto MCIx;

MPOBECTH OPTraHU3ALMOHHO-PEKUMHBIE U TEXHUUECKUE MEPOIPUSATHUS
o obecrieuenuto 6e3omacHocty [1J1a 8 UCII/IH;

obecnieynuTh HEOOXOAMMBIM  ypOBEHb 0€30MacHOCTH  OOBEKTOB
3aIlUTHIL;

pa3paboTatb  METOAMYECKHE  JIOKYMEHThl IO  pa3MENIeHHIO,
000py/IOBaHUIO U OXpaHE MOMEIICHHM, TJI€ XPaHSTCS MEePCOHAIIbHbBIC
JAHHBIE, 10  XPAHEHUIO MEPCOHABHBIX JAHHBIX Ha OyMa)KHBIX
HOCHUTENIAX W TMOPSAKY paOOThl HCIOIHHUTENECH C MEePCOHAIBHBIMU

JaHHBIMH Ha 6YM3.}KHBIX HOCHTCJIAX I/IH(bOpMaHI/II/I.

OcyIiecTBIeHHEe OTUX MEPONPHUATHH OOECIEUUT CO3JIaHHE CIUHOM,

LEJIOCTHOM M CKOOPAMHUPOBAHHOM CUCTEMBI MH()OPMALMOHHON O€30MacCHOCTH U

CO3JaCT yCJIOBHA OJIA €€ I[&HBHCI;'IIHCFO COBCPIHICHCTBOBAHUA.
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15. CHoMcok McnoJb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMU HOPMATHBHO-NIPABOBBLIMH " MeTOAUYEeCKUMH
NOKYMEHTAMH, HA KOTOPbIX 0asupyercs HacTosnee Iloiokenne ABJIAIOTCA:

®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHalbHBIX
naHHbix» (ganee — @3 «O mnepcoHaNbHBIX JaHHBIX»), YCTaHABIWBAIOLIUN
OCHOBHBIEC TPUHIMUIIBI W YyciaoBusi 00pabotku IIJIH, mpaBa, oO0s3aHHOCTH W
OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIECHUM, CBSI3aHHBIX ¢ 00paboTkoii T1][H.

«TpeboBaHuss K 3alMTe TEPCOHATBHBIX JAHHBIX MPU HX 00paboOTKe B
WHOOPMAIIMOHHBIX ~ CHUCTEMax  NEpPCOHAIBHBIX  JIAHHBIX»,  YTBEPXKICHBI
ITocranoBnenuem IIpaBurensctBa PO ot 01.11.2012 r. No 1119.

«IlonoxxeHne 00 OCOOEHHOCTSAX OOpPabOTKH TEPCOHANIBHBIX JAHHBIX,
OCYUIECTBISIEMOI 0€3 HCIOIb30BaHUS CPEJICTB aBTOMATH3ALMK», YTBEPKIECHHOE
[Tocranosnennem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

[Toctanosnenue IlpaButensctBa Ne 211 ot 21 mapra 2012 roma «O06
YTBEPXKJIECHUU TIEPEUYHSI MEp, HAIpaBICHHBIX Ha OOECNEYeHUE BBITIOJIHEHUS
o0s3aHHOCTEH, TIpemycMOTpeHHBIX D3 «O mepCOHaTbHBIX TaHHBIX» U MIPUHSATHIMU
B COOTBETCTBMM C HUM HOPMAaTUBHBIMH IPAaBOBBIMH aKTaMH, OIlEpaTOpaMH,
SIBJISTIOIIIUMMUCS TOCYIJAPCTBEHHBIMU WJIM MYHUITUIIAIbHBIMUA OpTaHaMu.

«TpeboBanus K  MarepuajbHbIM  HOCHUTEISM OMOMETPUYECKUX
NEPCOHATBHBIX JAHHBIX M TEXHOJOTUSM XpAaHEHHUS TaKUX JaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHCTEM  TMEPCOHAIBHBIX  JAHHBIX»,  yYTBEPXKICHHBIC
[Tocranosnennem IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmaruBHo-MeToauueckue JOKYMEHTbl @DefepanbHON  CiykObl 1O
TEXHUYECKOMY M DKCIIEpTHOMY KOHTpodo Poccuiickoit Penepaumu (manee -
OCTIOK Poccun) no obecneuenuto 6e3onmacHoctd [IJ[H mpu ux oOpaboTke B

WCTITu:
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bazoBasi Mojnens yrpo3 0€30MacCHOCTHM NEPCOHANIBHBIX JaHHBIX MPU HX
00paboTke B HMH(POPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JAHHBIX, YTB. 3aMm.
mupekropa @CTOK Poccum 15.02.08 1.

Metonuka omnpeaeeHusi aKTyalbHbIX YIpo3 0€30MacHOCTH MEPCOHATBHBIX
JaHHBIX TpU HX 00paboTke B WH(MOPMAIIMOHHBIX CHUCTEMax IEePCOHAIBHBIX
naHHbIX, YTB. 3aM. aupekropa @CTOK Poccun 15.02.08 r.

[Ipukaz DPCTOK Poccum Ne 17 or 11 depams 2013 roma «OO6
yTBepkaAeHun TpeboBaHuii o 3amure uWHGOpPMANUMU, HE COCTaBISIOMIHUX
rOCYJIapCTBEHHYIO TallHy, COJIEPKAIIUXCSI B TOCYJJAPCTBEHHBIX MH(POPMAIIMOHHBIX
CUCTEMAX).

[Tpuka3z ®CTIK Poccun Ne 21 ot 18 deBpans 2013 rona «O6 yTBep)aeHUU
CocraBa u conepKaHusl OPTaHU3AIMOHHBIX U TEXHUYECKUX MEpP MO 00eCIeYEHUI0
0e30MacHOCTH TEPCOHAIBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMAaX MEePCOHATBHBIX TaHHBIXY.

[Tpukaz denepanbHoit cimyx0b1 6e3onacHocTH Poccutickort deneparuu ot
10 wmona 2014 1. N 378 "O6 ytBepxkaenun CocTaBa U COJAEpPKaHUS
OpraHU3allMOHHBIX M TEXHUYECKHX Mep MO0 O00ecleuyeHuo Oe30MacHOCTH
NEPCOHATBHBIX JAaHHBIX MpPU HUX 00padoTKe B HMHPOPMALMOHHBIX CHCTEMax
NEePCOHANTBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEJICTB KpUNTOrpadUueCcKoM 3aiIuThl
uH(pOpMaIu, HEOOXOIUMBIX JIJISl BHITIOJHEHUS YCTAaHOBJICHHBIX [IpaBuUTENIHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMI K 3allUTe IMEPCOHAIBHBIX JIAHHBIX IS

Ka)XJI0r0 U3 YPOBHEH 3aIIUIIEHHOCTH .
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16 OcoO0eHHOCTH 00PA0OTKHU MEPCOHATBHBIX IAHHBIX 0€3 HMCI0JIb30BAHUS
CPeACTB aBTOMATH3AIUM

[Ipy  HeaBTOMAaTHU3MPOBAHHOW  OOpabOOTKE pa3IWYHBIX  KaTErOpHi
NEPCOHAIBHBIX JIaHHBIX JOJDKEH HCIOJIb30BaThCSl OTAEIbHBIA MaTepHalIbHBIHN
HOCUTENb JJIsl KaXKJAO0W KaTeropuu MepCOHaIbHBIX JIAHHBIX.

[Ipu HEaBTOMATHU3UPOBAHHON 00pPaOOTKE MEPCOHAIBHBIX JAHHBIX Ha

OyMaKHBIX HOCUTEJISIX:

- He Jomyckaercs (ukcamms Ha OAHOM OyMa)XHOM HOCHUTEIe
MEPCOHANBHBIX JaHHBIX, eI 00pabOTKM KOTOPBIX 3aBEIOMO HECOBMECTHMBI;

- TepCOHaJbHBbIE JaHHbIE JOJDKHBI 000COONATBCA ~ OT  MHOMU
MHPOpPMAIMU, B YACTHOCTH MyTeM (uKcaluu UX Ha OTACIBHBIX OyMasKHBIX
HOCUTENSX, B CIELUANbHBIX pa3fenax WiIM Ha noysix ¢popM (OJaHKOB);

- JIOKYMEHTBI, COJIEp)Kalllie MEepPCOHAIbHbIE HaHHbIE, (OPMHUPYIOTCA B
Jiela B 3aBHCHUMOCTH OT LIeJId 00pa0OTKHU NEPCOHATBHBIX JaHHBIX;

- Jenma € JOKyMEHTaMH, COJCpKallMMH TEPCOHAIbHbIE TaHHbIE,
JIOJDKHBI MMETh BHYTPEHHHME  ONHCH  JIOKYMEHTOB C yKa3aHHWEM IeNH
00pabOTKM U KaTeropuu MEePCOHAIBHBIX JTaHHBIX.

JlokyMeHTbl ~ (HOcuTenu  HMH(OpMAIMM), COJEpKalIle NEPCOHAIbHBIE
JaHHBIE, JOJDKHBI XPaHUTHCS B CIYXKEOHBIX  TMOMEMICHUSX B HAACKHO
3amMpaeMbIX U OTeYaThiBaeMbIX Ikadax (cerdax).

YHuuTO)KEHHE WM 00€3IMYMBAHUE YACTH TIE€PCOHAJbHBIX JAHHBIX,
€CIIi  3TO JOIMYCKAaeTCS MAaTepPHAIbHBIM HOCHTEIEM, MOXET MPOU3BOIAUTHCS
CcocoO0M, HCKIIOYAIOMIMM JajdbHEeHIIyro oO0pabOTKy d3THX  MEpPCOHAIbHBIX
JaHHBIX, C COXpPaHEHHEM BO3MOXKHOCTHU 00paOOTKM WHBIX JIaHHBIX,
3a(pUKCUPOBAaHHBIX HA MaTEepPHATLHOM HOCHUTEIE.

[Ipu  HecoBMecTMMOCTM 1LeJell 00paOOTKM MEPCOHANbHBIX JaHHBIX,
3a(pUKCUPOBAHHBIX Ha OJTHOM MaTepuaIbHOM  HOCHTENE,  €CId

MAaTEpPUAJIbHBI  HOCUTENIbL  HE MIO3BOJISIET  OCYILECTBIIATh 00paboTKy
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MEPCOHANBHBIX JaHHBIX OTACIBLHO OT JPYruX 3a(UKCUPOBAHHBIX HAa TOM
K€ HOCHUTEJEC TMEepPCOHANBHBIX JAaHHBIX, JOJDKHBI OBITh MPHHATHI MEpHI TIO
o0ecrieueHUIo pa3JieIbHOW 00paOOTKH TMEPCOHANBHBIX JAHHBIX, B YACTHOCTH:

- Tpu  HEOOXOJUMOCTH  HCIONB30BAHUA WJIM PACIPOCTPAHCHUS
OTIPEJICTICHHBIX MEPCOHANIBHBIX JAaHHBIX OTIEIBHO OT HAXOJAIIUXCS Ha TOM
KE MaTepHaIbHOM HOCHUTENIC JPYTHX IEePCOHAIBHBIX TaHHBIX OCYIIECTBIISCTCS
KOIMMPOBAaHUE TIEPCOHATBHBIX JaHHBIX, MOMJICKAIUX PACTPOCTPAHCHUIO WM
HCITOJIb30BAHUIO, CIIOCOOOM, HCKIIFOYAIOIIMM OJHOBPEMEHHOE  KOIMPOBAHHE
MEPCOHANBHBIX  JIAHHBIX,  HE  TOJISXKAIMX  PaclpOCTPAHCHUIO "
UCTIOJb30BAaHUIO, M HCIOJB3yeTcs (PachpOCTpaHsIETCs) KOMHUS TEepCOHATBHBIX
JTAHHBIX;

- TPpU HEOOXOAUMOCTH YHHYTOXKEHUS WIA OJOKUPOBAHUS YACTU
NEPCOHATBHBIX JIAaHHBIX YHUYTOXAETCS WM  OJOKUPYETCS MaTepUalbHBIN
HOCHUTENIb C TPEABAPUTEIBHBIM KOMMPOBAHUEM CBEICHUM, HE IOIJICIKAIIX
YHUUYTOXXEHUIO W OJIOKUPOBAHUIO, criocooom, UCKITIOYAIOIIUM
OJTHOBPEMEHHOE  KOMHMPOBAaHWE  TEPCOHAIBHBIX  JaHHBIX, IOJICHKAIINX
YHUUTOXEHUIO WU OJOKMPOBAHMUIO.

YTouHEeHHE TEPCOHANBHBIX JAaHHBIX TIpH OCYIIECTBICHUH 170
00paboTKku 0€3 UCIOJIb30BaHUS CPEJICTB aBTOMATH3AlMKM TMPOU3BOJUTCS IYTEM
OOHOBJICHUS WJIM WM3MEHEHHUs JaHHBIX Ha MaTEpHAIbHOM HOCHTENE, a €Clid
3TO  HE JIOMYCKAeTCsl TEXHUYECKMMH  OCOOCHHOCTSAMHM  MAaTe€pUaIbHOTO
HOCHUTENISA, TyTeM (uKcanmy HAa TOM K€ MaTepuaJbHOM HOCUTEE CBEICHHM
O BHOCHMBIX B HHX HW3MEHEHHSX JMOO IIyTEM M3TOTOBJICHUS  HOBOTO
MaTepUaIbHOTO HOCUTENSI C YTOYHCHHBIMH IEPCOHAIBHBIMHU JTAHHBIMU.

OOpaboTka MEePCOHANBHBIX JTAaHHBIX, OCYIIECTBIIsIeMas 0e3 MCIOJb30BaHUS
CPEICTB aBTOMATH3allMH, JIOJDKHA OCYIIECTBIATHCS TAaKUM 00pa3oM, 4YTOOBI B
OTHOIICHUH KaKJIOM KaTerOpUH MEPCOHAIBHBIX JaHHBIX MOYKHO OBLJIO ONPEICIIUTD

MeCTa XpaHEHUs TMEepPCOHAJbHBIX JIaHHBIX (MaTEpUAIbHBIX HOCUTENEH) U
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YCTaHOBUTH MEPEUYEHb JIUL, OCYIIECTBISAIOMUX 00paOOTKY MEPCOHAIBHBIX JaHHBIX
I100 UMEIOIIMUX K HUM JIOCTYIIL.

[Tpn xpaHeHun MaTepuaibHBIX HOCHTENIEH JOJIKHBI COONIOAATHCS YCIOBUA,
00eCreurBaOIINe COXPAHHOCTh TEPCOHAIBHBIX JAHHBIX M  HCKIIOYAIOIINe
HECAaHKIIMOHUPOBAHHBIM K HUM J0CTyl. XpaHEHHE IEPCOHAIBHBIX  JIAHHBIX
(MaTepuanpHbIX ~ HOCUTENEH), 00pabOTKa KOTOPBIX  OCYLIECTBIISIETCS B

Pa3’IMYHbIX LCIIAX AOJIZKHO OBITH pa3aciabHbBIM.

3asenyroumii MBJIOY Ne4 «OKypaBiuk» C.C.IlIeBuenko
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